roCyYaAPCTBEHHOE ABTOHOMHOE YYPEXOEHUE
APOCJIABCKOW OBJIACTHU
«MHO®OPMALUMOHHOE ArEHTCTBO «BEPXHAA BOJII A»

150000, r. SIpocnasik, yia. MakcumoBa, a.17/27. E-mail: zakazchik@vvolga-yar.ru Teu./dakc
(4852) 30-57-39

ot «04» nexadpst 2019r.
3anHTEepEeCOBaHHBIM JINIIAM
3ampoc B Henax GopMHUpPOBAHUS
MNpEaACTaBJICHHUA O PBIHOYHBIX LIECHAX
Ha OKa3aHUE YCIIYT M0 MPEJOCTABICHUIO HEUCKITFOUUTEIHHBIX ITPaB
Ha WCIOJIh30BaHUE JTUIICH3NOHHOTO TIPOrPaMMHOTO 00ECIICUCHUS
Kaspersky Endpoint Security ans 6usneca — CtaHmapTHbIH
(mponnieHue TUICH3UN Ha aHTUBUPYCHOE MPOTrPaMMHOE o0ecTieueHune) s Hy X1 3aKazuuka

B nacrosimee Bpems ['AY 510 «udopmanmonnoe areHTcTBO «Bepxuss Bonra» B nemsx
BBIICHEHUSI CTOMMOCTH HAa OKAa3aHHME YCJIYT IO MPEIOCTABICHUIO HEUCKIFOUUTEIbHBIX MpPAaB Ha
MCIIOJIb30BaHUE JTUIICH3UOHHOTO IporpaMMHoro obecrieuenust Kaspersky Endpoint Security s
O6usHeca — CraHgapTHBIN (IpOAJICHUE JMIIEH3UM HA aHTUBUPYCHOE IIPOrpaMMHOE O00eCIieueHue)
JUIST HYXKJ 3aka3uuMKa, OTBEUAIOIUX TpeOOBaHUSIM 3aKa3zuuka, W3JIOKEHHBIM B TPOEKTE
JIOTOBOPA, OCYILECTBIIAET aHAJIN3 NPEJI0KEHUN TOCTAaBLUIUKOB.

B cpox mo «10» nexabpst 2019 1. mpocuM MpPeNOCTaBUTh MPEIJIOKEHHUS IO IICHE
JIOTOBOPA, U3JI0KEHHOTO B IMPUIIoKeHNUU Ne 2 K HacTosAIEMY 3aIpocy.

[Topsmox HampaBieHUs MPEUIOKEHUH — B TIPOCTON MUCHMEHHOM (hopMe Mo MouTe U/Uin
KyphepoM W/WiHu B (hopMe CKaHa YKa3aHHOTO MPEJIOKEHUS Ha DJIEKTPOHHYIO MOYTYy 3aKa3uMKa:
zakazchik@vvolga-yar.ru (JIOKyMEHT JOJKEH OBITh TOJIUCAH YIOJHOMOYEHHBIM JIUIIOM,
CKpEIJIEH NIeYaThl0 OpPraHu3allim ).

Hampasnenue mpennokeHuss OT TIOCTaBIIMKA SIBISETCS TOATBEpKIeHUEM (akTa
YCTAHOBJICHHA IMOCTABIHIMKOM LEHBI IOIr0OBOpPa B COOTBETCTBUU C YCIIOBUSMH JOroBOpa, B TOM
YUCJIC TCXHUUYCCKHUM XapaKTCPUCTUKAM, YCTAHOBJICHHBIM B IMPUIOXKCHUH Ne 2 x HACTOAICMY
3ampocy.

dopma MOpenoCTaBICHUS MPEIJIOKEHUS MO I[EHE JoroBopa — B mpuioxkeHun Nel k
HACTOSIIIEMY 3a1pocCy.

[IpoekT goroBopa — B mpuiiokeHUU Ne 2 K HACTOSIIEMY 3aIpOCy.

Hupexrtop 'AY S0 «H(popmaliioHHOE areHTCTBO
«Bepxwusis Bonray AJL JleGenen
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npunoogicenue Ne [ k 3anpocy

D®OPMA
NPeI0CTABIECHHS LEHbI M0 I0T0BOPY, MPOEKT KOTOPOIo
U3JI03KeH B NPUJIoKeHnu Ne 2

HA BTAHKE OPTAHU3AUN

HPEJJOKEHUE O HEHE JOI'OBOPA

BT'AY S0 «MudopmariioHHOe areHTCTBO «BepxHsis
Boura»

OT:
(noHoe HaUMEHOBAHUEe YUACMHUKA, IOPUOUHECKUL U NOYMO8bLIL aopec)

« » 20109r.

B cooTBeTcTBHU C yCIOBHAME JOTOBOpPa HA OKa3aHUE YCIIYT 110 MPEIOCTABICHUIO HEUCKITIOUUTETbHBIX
IpaB Ha MCIOJIb30BaHUE JIMIICH3MOHHOTO MporpaMMHoro obecrneuenus Kaspersky Endpoint Security ams
om3Heca — CraHOapTHBIN (MIPOJUICHUE JUIEH3UI Ha aHTHBHPYCHOE MPOTpaMMHOE oOecTieueHHe) IS HYXIT
3aka34yMKa, IMPOEKT, KOTOPOrO W3JIOKEH B TpmiokeHHH Ne 2 K 3ampocy B IeIsIX (OPMHUPOBAHHS

MPEJICTABICHUS O PHIHOYHBIX IeHax oT 04.12.2019r., pa3MelneHHOM Ha caiite BBoJTa.pd, (nazeanue
opeanuzayuu) TpeAsaraeT OOIIYI CTOMMOCTh, BKIIOYAIONIYI0 B ceOsi BCe pPacXoAbl MO BBIIOIHEHHIO
JIOTOBOpa, B TOM YHCIIC HAJOTOBBIC: (YKazame yuposulm 3HaAYEHUEeM U NPONUCHIO)
pyOei.

*HUncmpyKkyuu no 3anoinenuio

1. Yuacmnux yxazvieaem ceoe noninoe (pupmenHoe HauMeHo8aHue (8 m.4. OPeaHU3AYUOHHO-NPABOBYIO (POPMY) U CEOU HPUOUYECKULL U
noumoswiii aopec.

2. L]envt yrasannvle 8 KOMMEPUECKOM NPEONOANCEHUU OONNCHbL GKIIOUAMb 6CE MAMOICEHHbIe nownunbl, Hanio2u (exmoyas HIJC) u
opyaue obszamenvHble NIAMeENCU 8 COOMBEMCMBUL € Oelicmayiowum sakonodamenscmeom Poccutickoii @edepayuu, ece
MpaHcnopmHuwie U Cmpaxosvle pacxoosl, pacxoobl Ha NOZPY3KY-paA3epy3Ky U m.o.

3. B ceoem kommepueckom Ilpeonosicenuu Yuacmuux 0012ceH npedcmasums 3anoIHEHHYI0 hopmy NOONUCAHHYIO TUYOM, UMEROWUM
npaeo 6 coomgemcmsuu ¢ 3akoHooamenvemeom Poccutickoti @edepayuu delicmeosams om auya Yuacmuuxa 6e3 008epeHHoCmu, Uil
Haoxexscawum 006pa3oM YnoTHOMOYEHHbIM UM TUYOM HA OCHOBAHUU O08EPEHHOCMU, CKPenUumb neuamulo Yuacmuuka.



npunodicenue Ne 2 k 3anpocy
npoexm

JOTI'OBOP Ne
r. SIpocnasib «_» 20 T

T'ocynapcrBeHHoe aBTOHOMHOe yupeskaeHue SIpociaBckoil obiactu «MHpopManMOHHOE areHTCTBO

«Bepxusas Bouara», B suue , JEHUCTBYIOIIETO HAa OCHOBAHWUH , UMEHyeMOe B
JanbHeleM «3aka3uuk», C OJHOW CTOPOHBI, U , B JIAIIE
, JEeHCTBYIOLIEr0 Ha OCHOBAHUU , UMEHyeMoe B

nanpHeimeM «/CnomHUTENb», ¢ APYrod CTOPOHBI, a BMecTe MMEeHyeMble «CTOPOHBI», 3aKITFOUMIN HACTOSIIUI
JoroBop (nasnee - JIoroBop) 0 HUKECIETYIOIEM:

1. IPEAMET JOI'OBOPA

1.1. UcnionHuTenp 00s3yeTcsl OKa3aTh YCIYrd MO MPEIOCTABICHHIO HEMCKIIOYMTENBHBIX MPaB Ha UCIIOJIb30BaHHE
JIMIIEH3UOHHOTO TporpaMMHoro obecreuenus Kaspersky Endpoint Security ams Oushneca — CraHmapTHBIH
(npoaneHue NULEH3UH Ha aHTUBHPYCHOE MPOTrpaMMHOE o0ecTieueHHe) U1l Hy K/ 3aKa3duKa, B COOTBETCTBUH C
yenousimu - JloroBopa, TexHudeckoro 3amanus (nmpwiokerne Ne 1 x  JloroBopy), SBISIOIIMMUCS
HeoTheMJIeMOl YacTblo JloroBopa (manee — yciyru), a 3aka3duk 00s3yeTcsl NPUHATh U OIUIaTHTh OKa3aHHBIC
yCIIyrH (pe3ynabTaT OKa3aHHbIX YCIIyT) B MOPSAKE U Ha YCIOBHSAX, IPEAYyCMOTPEHHBIX J{OrOBOpOM.

1.2. TlpoluieHUEe HEMCKITIOYUTENBHBIX JIMIECH3HMOHHBIX MpaB HCIOJb30BAHUS aHTUBHPYCHOI'O MPOrPAMMHOIO
obecnieuennst Kaspersky Endpoint Security mms O6m3neca — CTaHAZapTHBIA OCYIIECTBIIICTCS B OTHOIICHUH
paHee YCTAHOBJIEHHOTO M HCIOJIb3yeMOro 3aKa3uuKOM aHTUBHPYCHOTO IPOrPaMMHOIO OOecredyeHus
Kaspersky Endpoint Security jis 6usneca — CTaHgapTHBI.

1.3. [lepeuenb, oOBEM, XapakTepucTHKa (ONHMCaHHE), MOPSJIOK OKa3aHWs, CTOMMOCTb YCIYyT YKa3bIBAlOTCS B
TexHU4YeCKOM 3a/laHuu.

1.4. IlpenocraBneHne HEUCKIIOUNTEIBHON JIMIEH3UM OCYILECTBISAETCS IyTeM mpejaocTaBieHus cnoiaHuTenem
3aKaz4yuKy:

- JIMIIEH3UOHHOTO COTJIAICHHS, OIPEAENISIONIEr0 YCIOBHS HCIOJB30BaHUs 3aKa3dMKOM IPOTPaMMHOTO

obecreueHUss | MOATBCPIKAAIOLICTO IIpaBa 3aka3unMka Ha OOHOBICHHE U MNOAACPIKKY (FapaHTHﬁHOG
COHpOBO)KI[eHI/Ie);
- JJMOCH3MOHHOTO KJIIOYa B JJICKTPOHHOM BHJC, HAIIPABISICMOTIO Ha aapecC BHGKT‘pOHHOfI MOYTHl 3aKa3dyuKa

1.5. NcnonauTens 00513aH 0Ka3aTh YCIYTH JIUYHO, 6€3 MPUBJICUCHHS TPETHUX JIUII.
2. IEHA JOT'OBOPA U TOPAJOK PACUETOB

2.1. llena J/loroBopa cocTaBiser pyOneit KOTIeeK ( pybneit KOTIEEK), B TOM YHUCIIE
HAC pyoneit KoTeex ( py6neit KOIIEEK).
2.2. llena JloroBopa sIBJISIETCS TBEPAOH U ONPEIENIAETCS HA BECh CPOK €T0 UCTIOTTHEHHUS.

2.3. Ilena JloroBopa hopMupyercst ¢ y4eToM o0Iie CTONMOCTH YCIIyT, TPAHCIIOPTHBIX U APYTHX PACXOJI0B, CBSI3aHHBIX
C OKa3aHWEM YCIIyT, a TaKKe TaMOXKCHHBIX IOLUIMH, CTPaXOBaHMs, HAJIOTOB, COOPOB W JPYrHX 00s3aTEIbHBIX
IUIaTeXKEH, yCTaHOBICHHBIX 3aKOHOAATENbCTBOM Poccuiickoit denepanun.

2.4. Pacuer ¢ VciomHuTeneM 3a OKa3aHHBIE YCIIyTH OCYIIECTBIIsIeTCs 3aka3unkoM B pyoisix Poccuiickoit denepanmn.
Omnara o JloroBopy OCyIIECTBIsIETCS MO O€3HAJMYHOMY pacdeTy ITyTeM IepeurCIIeHUs] 3aKa3uMKOM JeHEXKHBIX
CpeICTB Ha pacueTHbIN cueT McnonnuTtens, ykasaHHsblil B JloroBope.

2.5. Omnara mpousBomuTcs 3akazunmkoM B TedeHne 10 (mecsatm) pabounmx aHeil mocie moxamucanuss CTOpOHAMHU
HajJexame o(GOpPMIIEHHBIX JOKYMEHTOB, MOATBEPXKIAIOMMX (DaKT OKa3aHHWA yCIYT B COOTBETCTBHHU C YCIOBUSMHU
Jlorosopa u Npui10XKeHUH K HEMY, €CJIM UHOM NMOPSIIOK OILIAThl HE MPeAYCMOTpeH B TexHuueckoM 3aaHuu K JloroBopy
2.6. Haroi (muem) omiatel JloroBopa CTOpPOHBI CUMTAIOT ATy (A€HB) CHHCAHUS ICHEXKHBIX CPEICTB CO CUeTa
3akaz4mka.

2.7. Ilpn HeobxoanmocTH CTOPOHBI IPOBOST CBEPKY B3aUMOPACUETOB ITyTEM IOAITMCAHUS COOTBETCTBYIOIIETO aKTa.
2.8. UcTouynuk (pmHAHCHPOBAHHUS: CPECTBA 001acTHOTO Or0/KeTa SpociaBckoit o0actu (cyocumus).
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3. KAUECTBO YCJYTI U TAPAHTUMHBIE OBS3ATEJILCTBA

3.1. KadecTBo OKa3pIBaeMbIX YCIYT [OJDKHO COOTBETCTBOBAaTh TpPEOOBAHMSM JIOKYMEHTOB CTaHAAPTH3ALUH |
texauaeckoro perymupoBanmss ([OCT, TY wm npyrux), yCTaHOBICHHBIX MJIS JAaHHOTO THIA (BHAA) YCIYT,
MOATBEPXKIATHCS JOKyMEHTaMH Ha PYCCKOM s3bIKe (IpU Hanuumu). TpeOoBaHMS K KadecTBY YCIYI, MOPSAKY HX
OKa3aHus, TpeOOBaHMS K pe3yJIbTaTaM OKa3aHHBIX YCIYT YKa3bIBalOTCs B TEeXHHYECKOM 3aJ[aHUH.

3.2. Tapantuu VcroiaHuTeNst U rapaHTHIHBIE 005132 TEIbCTBA:

3.2.1. UcnonaHUTENb TapaHTUPYET, YTO:

3.2.1.1. UcnonHeHue 00s3aTebCTB 110 JOroBopy He HapyIINT UMYIIECTBEHHBIX U HEMMYILIECTBEHHBIX MPaB 3aKa3uuKa
Y TPETHUX JIHII.

3.2.1.2. Yenyru oka3aHBl Ha/JIe)Kallero KadyecTBa, B TOM YHCIE C NPUMEHEHHEM MaTepHaloB W OO0OPYyIOBaHUS,
oreevaromux TpedoBanmsM ['OCTos, TY u uHBIM TpeOOBaHUSAM, YCTAHOBICHHBIM JEHCTBYIOIINM 3aKOHOJATEIHCTBOM
Poccuiickoii Deneparyn, KBanUINPOBAHHBIMY CIICIIHAINCTAMH (€CIIH NPU OKa3aHUM YCIIyT TpeOyeTcsl IpUMEHEHNE
MaTepHaJioB U 000PYHAOBAHHSA).

3.3. U3Benienne (mpeTeH3us) O BBISBICHHBIX HEIOCTaTKaX HampasisieTcs 3aka3uukoM VcmomHuTento B TedeHue 15
JTHEH cO AHS UX OOHApYKEHUS.

3.4. IapaHTHiiHBIA CPOK HA OKa3aHHbIE YCIYTW (pe3ylbTaT OKa3aHHBIX YCIIYT), TapaHTHHHBIC 00s3aTeNbCTBA, CPOK, C
KOTOPOTO Ha4YMHAET Te4b rapaHTHs, TPeOOBaHHUsS K TapaHTHIHOMY OOCIy)KHBaHUIO, K pacxojaM Ha OOCIy)XHBaHHE
pe3yJIbTaTOB YCIyr B TapaHTHHHBIA CpPOK, HaJIM4YMe TapaHTUM NPOU3BOJUTENS, YCIOBUS U CPOK TrapaHTHH
MPOU3BOJUTEINSA, CPOK, B T€UEHHE KOTOPOTro VICIIomHNUTENeM TOIDKHBI OBITh YCTPAaHEHBI HEIOCTAaTKN OKa3aHHOHN yCIIyTH,
YKa3bIBArOTCS B TeXHNYECKOM 3a/IaHHU.

3.5. TapaHTHHHBIN CPOK MPOIJIEBAaETCA HA BPEMs, B TEUEHHE KOTOPOTO PE3YNbTaThl YCIYTH HE MOTJIN HUCIIOJI30BATHCS
U3-32 O0OHAPY)KEHHBIX B HUX HEJOCTATKOB, IPH YCIOBUH W3BEIICHUS VICIIONMHUTENS O HEAOCTATKaX YCIyT.

3.6. Vcnomuurens 00s3aH BO3MECTHTh PACXOIbl 3aKa3uMKa Ha yCTpaHEHHE HEJOCTaTKOB OKa3aHHOW ycmyr. Ecmm
OTCTYIUICHUSI NPHU OKa3aHUHM YCIyr OT ycioBui JloroBopa WiIM HHBIE HEAOCTATKU pe3yibTaTa yCIyrd HE OBLTH
YCTpPaHEeHbl B YCTAHOBJICHHBIN 3aKa3uyMKOM CpOK JIMOO SIBISIFOTCSl CYLIECTBEHHBIMH M HEYCTPaHMMBIMH, 3aKa3uuK
BIIpaBe 0TKa3aThCsl OT UCTIONIHEHUS JIoroBopa ¥ noTpedoBaTh BO3MEIICHUSI TPUYNHEHHBIX YOBITKOB.

3.7. VcnonHWUTeNnb HECET OTBETCTBEHHOCTb 3a HaJJIEXKallleeé KauyeCTBO NPEAOCTABICHHBIX WM MaTepHajoB U
000pyI0BaHUS, HCIOIB3YEMbIX MIPH OKA3aHUH YCIIYT, a TaKXKe 3a MPEIOCTAaBICHHE MaTepUaOB M 000PYIOBaHMUS,
0OpEeMEHEHHBIX TpaBaMM TPETHUX JIMI (€CIM TP BBHINOJIHEHHH paboT TpedyeTcs NpUMEHEHHE MaTepualioB U
000pyIOBaHUS).

3.8. Ecim HcnonmHuTens HE MPUCTYNAET CBOEBPEMEHHO K HMCIOJHEHHIO 00s3aTenbcTB 10 J{oroBopy WMIilM OKa3bIBaeT
YCIYTH HacTOJbKO MEIJIEHHO, YTO OKOHYaHHE HMX K CPOKY CTAHOBHUTCS SBHO HEBO3MOXKHBIM, 3aKa3uMK BIIpaBe
OTKa3aTbCsl OT UCTIoNHEeHus JloroBopa 1 HoTpe0oBaTh BO3MEIIECHHS YOBITKOB.

4. CPOK, MECTO OKA3AHUSA YCJIYT, HOPAJJOK OKA3AHUA 1
IMPUEMA-CJAYYN OKA3AHHBIX YCJIYT

4.1. Mecro, cpoku (Tiepuom), IOPSAOK OKa3zaHUs U MprUeMa-cAadn OKa3aHHBIX YCIYT, BKIIOUYas TepedeHb HHPOpMAITUU
1 (WIH) TOKYMEHTHI, HCOOXOIUMBIE Il MCIOJTHEHUS 00s3aTeNbCTB, NepeiaBaeMbIX McmonHuTenem o pe3yiabrataMm
OKa3aHHBIX YCIIYT, YKa3bIBAIOTCS B TeXHIMUECKOM 3aaHUU.

4.2. TIpaBo COOCTBEHHOCTH Ha PE3yJIbTaT YCIyT HpeKpanaercs y VCIomHNTeNs ¢ MOMEHTA MPUEMKH YCIYT 3aKa34HKOM
B COOTBETCTBHH C YCJIOBHsIMHE J[OrOBOpa, €CIIM HHOE HE YCTAHOBIICHO TEeXHHYESCKIM 3aJaHHUEM.

4.3. Bce pucky, cBsI3aHHBIEC C OKa3aHUEM YCIYT 10 MOMEHTA HX NMPUEMKH 3aKa3uuKOM, HeceT VCImomTHuTeNb.

4.4. B cnydae, eciy yCIyTH OKa3aHbl HEKa4eCTBEHHO, 3aKa3uMK BIpaBe MoTpedoBath oT McmomanuTens 6€3B03Me3THOTO
YCTPaHEHHUSI HEJAOCTATKOB B CPOKH, YCTAHOBJICHHBIC 3aKa34MKOM, a TAK)Ke BO3MEIICHHS DPAaCXOJ0B HA YCTPaHEHHE
HEJIOCTATKOB. Y CTpaHEHUE HEJOCTATKOB B PE3YJIbTaTe HeHA/UIeXKAIIEro KauyeCcTBa OKa3aHHbIX YCIYT OCYIIECTBIISIETCS 32
cueT cpencts McnonHurens.

4.5. 3aka3unk, OOHAPYKWBIIUI IMOCJIEe MPHEMKH YCIYyTr OTCTYIUIGHHs B Heill oT JloroBopa Wi WHBIE HEIOCTATKH,
KOTOPBIC HE MOTJIM OBITh YCTAHOBJICHBI NPH MpPHUEMKE (CKPBIThIC HEIOCTATKU), B TOM YHCJIE TaKUE, KOTOPBIC OBLIU
YMBIIIICHHO CKpBITHI VcnonnureneMm, o0s3aH wm3BecTUTh 00 3TtoM Mcemomuurtens B TewueHue 10 nmHEd mno wux
00OHapyKEHHUH U BIIPaBe MOTPEOOBATH OE3BO3ME3THOIO UX YCTPAHCHHS U BO3MEIIICHUS YOBITKOB.



4.6. Tlepenavya HEHCKIIOYHTEIBHBIX MPaB MPEAYCMOTPEHHBIX HactosmuM KoHTpakrom oT McmonHutens 3aka3duky
OCYILECTBIIIETCS [0 AaKTy [pHeMa-Mepeaadyrd HEMCKIIOYMTEIBHBIX IIPAaB Ha HCIOJb30BaHMe I[IporpaMMHOIO
obecIeueHusl.

5. ITPABA U OBSI3BAHHOCTH 3AKA3YHNKA

5.1. 3aka3zuuk o JoroBopy Brpase:

5.1.1. TpeboBatb or VcriomHuTENST HaJUIEXKAIIET0 UCTIOHEHHS IPHHATHIX UM 00513aTENNbCTB, a TAK)KE CBOEBPEMEHHOTO
yCTpaHEHUs BBISBJICHHBIX HEJJOCTATKOB.

5.1.2. TpeboBatp oT McnonHuTens mnpenocTaBieHHs Hajjexame O(OPMIICHHBIX JOKYMEHTOB, IMOJATBEPKAAIOIINX
UCIIOJIHEHNE NPUHSATHIX UM 005I3aTENIbCTB.

5.1.3. KoHTponupoBaTe X0J OKa3aHUS YCIYT, COOIIOJICHHWE CPOKa OKa3aHUS YCIYT, IPOBEPATh COOTBETCTBUE YCIYT
ycioBusM JloroBopa v NpUIIOKEHUHN K HEMY.

5.1.4. Tlpu oOHapyXeHHH HEIOCTATKOB OKa3aHHBIX YCIyT, TpeboBaTh WX yCTpaHeHHWsA. TpeOoBaHHWE ITOIJICKUT
00s13aTeIbHOMY BBITIOJIHEHHMIO VcnonHuTenem.

5.1.5. OnpenensTh JHIl, HETIOCPEICTBEHHO YJacTBYIOIIMX B KOHTPOJIE 32 XOAOM OKa3aHUs yCIIyT.

5.1.6. OcymecTBIATh HHBIE [IPaBa B COOTBETCTBUH C JICHCTBYIOINM 3aKOHOAAaTeNLCTBOM Poccuiickoit denepannu.

5.2. 3aka3uuk no Jorosopy 06s3aH:

5.2.1. ObecneynTh NPUEMKY OKa3aHHBIX YCIIYT.

5.2.2. IIpousBecTy OIUIaTy B COOTBETCTBHUH C paszenoM 2 Jlorosopa.

5.2.3. Hapnexare MCHONHATH MHBIE PUHSTHIC HA ce0st 0053aTeNbCTBA.

6. IPABA U OBA3AHHOCTHU UCITIOJIHUTEJIA

6.1. Mcnonaurens no JloroBopy Bopase:

6.1.1. TpeboBaTh CBOCBpEMEHHOI MPHEMKH HaJJIeXkKAIe OKa3aHHBIX YCITYT.

6.1.2. Tpe6oBaTh CBOCBPEMEHHOM OIIATHI MIPHHATHIX 3aKa3YHKOM YCIIYT.

6.1.4. OcymiecTBIATh HHBIC TIPaBa B COOTBETCTBUH C ACHCTBYIOIINM 3aKOHOAATeNbCTBOM Poccuiickoit deneparnuu.

6.2. UcnonauTens no Jlorosopy o6s3aH:

6.2.1. Oka3arh yciayru B COOTBETCTBUH C MPHUHATHIMU Ha ce0st 00513aTeIbCTBAMHU.

6.2.2. B cooTBeTcTBUU C yCNOBHUSMH J[OTOBOpa CBOEBPEMEHHO MPEIOCTABISATH JOCTOBEPHYIO MH(POPMAIIUIO O XOJE
WCTIOJIHEHUsI CBOMX 0053aTENbCTB, B TOM YHCIIE O CIOKHOCTSX, BO3HUKAIOIINX TP UCIOIHEHHH JloroBopa, a Takxke K
yCTaHOBJIICHHOMY JlOrOBOpOM CpOKy 00s3aH TPEAOCTaBUTh 3aKa3uWKy pe3yJNbTaThl OKa3aHHBIX  yCIYT,
npenycmorpennsle  [loroBopom. Cpok mpenocTaBieHHs HHPOPMAIMKM O XOJE HCIOJIHEHMS IPHUHATHIX Ha ceOs
o0s3aTenbeTB cocTaBisieT 10 aHEH ¢ MOMEHTa IoTydeHus 3arpoca 3aKa3unKa.

6.2.3. IlpenocraButh Haauexamie O(GOPMIICHHBIC NOKYMEHTHI, NPENyCMOTpPEHHBbIE J[0rOoBOpOM M NPHIOKEHHAMH K
HEMY.

6.2.4. YcTpaHUTSH 32 CBOI1 CUET BCE BBIIBICHHBIE HEJOCTATKH, B TOM UHCIIE CKPBITHIE, IPH OKA3aHUH YCIYT.

6.2.5. HemeaneHHO nipeaynpeauTs 3aKa3dunka U 710 MOJyYEHHs OT HeTo yYKa3aHUil IPHOCTAaHOBUTH OKa3aHUE YCIYT MPHU
0oOHapy>KeHIH BO3MOKHBIX HEOIArompUsATHBIX A1 3aKa3uyuKa MOCIEACTBAN OKa3aHUs YCIYTH WM WHBIX HE 3aBUCSIINX
ot VcromHuUTENsT 0OCTOSTENHCTB, KOTOPBIE T'PO3SAT KAa4eCTBY OKAa3aHHBIX YCIYT JIHOO CO3Jal0T HEBO3MOXKHOCTH HX
3aBEpIICHHS B CPOK.

6.2.6. IIpn n3MeHeHNH HAaMMEHOBAHUS, IOPUANIECKOTO a/Ipeca, PEKBU3UTOB M MHBIX CBEJICHUH B TEUEHHE TPEX JHEH

CO JIHSI N3MEHEHHS TaKUX CBEJICHUH MMCHMEHHO N3BECTUTH 00 3TOM 3aKa3uHKa.

6.2.7. Xpauuthb B TaiiHe Mo0y0 HHOOPMALIMIO U JaHHBIE, ITPEO0CTaBIsIEMbIC B CBSI3H C UCTIONHEHHeM JloroBopa, He
packpbBaTh M He pas3[laliaTh TPETbUM JIMIAaM B I[EJIOM WJIM YacTHYHO (akThl W HMHpopManuoo 0Oe3
MpeIBapUTEIHFHOT0 MIUCHMEHHOTIO COTMIacusl 3aKka3uhKa, He MCIOIb30BaTh (akThl WIM WH(POPMAIHIO, TOTYICHHBIE
npu ucrmoidHeHun [loroBopa, aisa JOOBIX Iienei 0e3 mpeaBapuTenbHOro coryacus 3akazuuka. OO0s3aTernbcTBa
KOH(HICHIINATBHOCTH, BO3JIOXKEHHbIE Ha Vcnmomaurens J[oroBopoM, HE pacHpOCTPAHSIOTCS Ha OOIICIOCTYITHYIO
HHPOPMAIIHIO.

6.2.8. ObecneunBaTh KOH(QUICHIMAIFHOCTh MEPCOHANBHBIX IAHHBIX W WX O€30IacHOCTh IpH 00paboTKe B
COOTBETCTBUM C 3aKOHOJATENBLCTBOM O MEPCOHANIBHBIX JAHHBIX, & TAK)KE MHBIX CBEJECHUMN, COCTABIISIOIUX TalHY B
COOTBETCTBHH C JICHCTBYIOIINM 3aKOHOJIATEIBECTBOM, B CiIydyae, €CJIM IPU MCIIOJHEHUH 00s13aTesbeTB 110 JloroBopy
TpebyeTcs 1OCTYN K TaKMM JaHHBIM WJIM TaKHe JaHHBIE CTAJIN U3BECTHBIMHU B IIPOLIECCE UCIIONHEHUs 0053aTeIbCTB,
IPeIyCMOTPEHHBIX [IorOBOpOM.



6.2.9. Haanexaiie UCTIONHATH MHBIC TIPUHSATHIC HA ce0s1 00si3aTernbeTBa o JJorosopy.

7. OTBETCTBEHHOCTH CTOPOH. OBCTOATEJbCTBA HEITPEOJOJUMOM CAJIBI

7.1. 3a HeWCIOTHEHNE WM HEHAJISKAIlee NCTIOHEHHE 00s13aTenbeTB 110 JloroBopy CTOPOHBI HECYT OTBETCTBEHHOCTh
B COOTBETCTBMH C JIEHCTBYIOIIMM 3aKOHOAATENbCTBOM Pocculickoit @eneparuu.

7.2. B ciaydae mpOCpOYKHM HCHOJHEHHs 3aKa34MKOM 00s3aTeNbCTB, IPEIyCMOTPEHHBIX J|oroBOpoM, a Takke B MHBIX
CllydasiX HEMCIOJIHEHUS WM HeHAUICKAIICTO MCIIOTHEHUS 3aKa3uuKOM 0053aTeNbCTB, MPEyCMOTPEHHBIX J[oroBOpOM,
Hcnonnutens BopaBe MoTpeOOBaTh yIaTtekl HeycToek (itpadoB, meHeld). [IeHs HadMCIseTCS 3a KaXIblid JCHBb
MPOCPOYKU HCIOJIHEHHsT 3aKa34MKOM 0053aTebCTBa, IPETyCMOTPEeHHOrO JloroBOpOM, HaYMHAsL CO JHS, CIIETYIOIIETo
mocje IHS HMCTEYCHHS YCTAHOBJICHHOTO J[OTOBOpPOM CpoKa HCIONHEHHs oOs3arenbeTBa. [Ipu 3TOM pasMep IeHH
YCTaHABJIMBAETCS B pa3Mepe OJHOM TPEXCOTOM AEHCTBYIOLIEH Ha JaTy YIIaThl IEHU KIH04eBOW cTaBku LleHTpaibHOrO
6anka Poccuiickoit @eneparmn oT He yIIau€HHOH B CPOK CYMMBL.

3a KaxOplii (aKT HEHWCIONHEHHS 3aKa3duKoM OO0sS3aTeNbCTB, MPEAYCMOTPEHHBIX JIOTOBOpOM, 3a HCKIIOYCHHEM
MPOCPOYKH UCTIONHEHHS 00s3aTeIbCTB, MPEeAyCMOTPpEeHHBIX JJoroBopoM, VcnomHUTENs BIIpaBe B3BICKATh C 3aKa3duKa
mrpad B pazmepe pyouieit.

Pasmep mTpada ycTranaBImBaeTCs, HCXOI U3 IEHBI JOTOBOPa HA MOMCHT 3aKITIOUEHHS JI0TOBOPA, B COOTBETCTBHUH C
nocranoBieHueM IIpaButenbctBa Poccuiickoit ®@enepamuu ot 30.08.2017 Ne 1042, onpenensieMoil B clenyroleM
TOPSIZIKE:

a) 1000 pyOuneit, ecnu rieHa JloroBopa He mpeBbIMIaeT 3 MIIH. pyOsiell (BKIIFOYHTEIBHO);

6) 5000 py6uieit, ecnu 1ieHa JloroBopa coctaBiseT OT 3 MiTH. pyosieit 1o S0 MitH. pyOJiei (BKIFOUUTEIBHO);

B) 10000 py6uieii, ecnu 1iena JloroBopa cocrasiset oT 50 mutH. py6steit 1o 100 MiH. pyOieii (BKIIOYHTEIBHO);,

r) 100000 py6ureit, ecnu rieHa JloroBopa mpeBbimaet 100 muH. pyOueit.

7.3. B ciyugae mpocpouku uconHeHUs VcnoigHHTEeneM 00s3aTelbCcTB, MPEAYCMOTPEHHBIX J[0TOBOPOM, HAUHCIIETCS
MeHs 32 KaXIbI [IeHb MPOCPOYKH HCTIONHEHUs McmomHuTeneM o0s3aTenbCcTBa, MpeaycMOTpeHHoro JJoroBopom, B
pa3Mepe OJHOW TPEeXCOTOW NeHCTBYIOMIEH HA MaTy YIUIATHI IIEHU KIfoueBoil cTaBku LlenTpansHOTO Oanka Poccuiickoii
®enepanuu oT LeHs! Jlorosopa.

7.4. 3a xaxaeii (AKT HEHWCIOJHCHHS WIM HEHAIJICKAIIET0 HCIOJHEHHus VIcrmoaHuTeneM 00s3aTeNbCTB,
Npea1ycMOTPeHHBIX JIoroBopoM, 3a UCKIIIOUEHHEM MPOCPOUYKH HCIIOJIIHEHHUs 0053aTeNbCTB (B TOM YHMCIIE TapaHTHHHOTO
00s13aTeNIbCTBA), MpeaycMOTpeHHbIX JloroBopom, McmonHuTe b BhIMIAYMBAcT 3aka3duky Itpad B pasmepe
pyouteit.

Pasmep mTpada ycraHaBimBaeTcs, UCXO U3 LIEHbI IOTOBOPAa HA MOMEHT 3aKJIFOUEHHS! IOTOBOPA, B COOTBETCTBHH C
nocranoBieHueM IIpaButenbctBa Poccuiickoit denepanuu ot 30.08.2017 Ne 1042, onpenensieMoil B cienyromeM
MOpsI/IKE:

a) 10 mpouenToB 11eHHI [loroBopa (dTama) B caydae, ecin IieHa JloroBopa (3Tama) He MPeBhIaeT 3 MITH. pyOIei;

0) 5 mpouenToB 1eHsI JJoroBopa (3Tama) B ciydae, eciiu eHa JloroBopa (3Tama) COCTaBIseT OT 3 MIIH. pyOueit 1o

50 muH. pyOJeii (BKIFOUUTEIHHO);

B) 1 mpouenT nensl JJorosopa (3Tana) B ciydae, eciu neHa JloroBopa (3tama) cocraBnser ot 50 muH. pyonei o 100
MJIH. pyOnel (BKIIOYUTEIHHO);

r) 0,5 mpornienTa nenst JJoroBopa (3tamna) B ciiyuae, eciu 1ieHa JJorosopa (3tana) cocrasusier ot 100 miH. py6reit 1o
500 mutH. pyOeii (BKITIOYUTENBHO);

1) 0,4 mpouieHTa mensl Jlorosopa (3Tamna) B ciydae, eciu niena Jloropopa (3tama) cocrapiusieT ot S00 MitH. pyOeit 1o

1 mupa. py6meit (BKIFOUNUTENBHO);

e) 0,3 mpouenTa 1ensl JloroBopa (3Tamna) B ciaydae, ecyiu 1eHa Jlorosopa (3tama) coctaBusieT oT 1 Map. pyosien 1o

2 mupJ. pyOiteit (BKIFOUMTEIIBHO);

k) 0,25 mpouenra nens! JJoropopa (3tama) B ciryyae, eciu eHa Jloropopa (3tama) coctaBiseT oT 2 MipA. pyoriein

JI0 5 Mapa. pyOuie (BKIIIOUNTENBHO);

3) 0,2 mpoueHTa eHsl JoroBopa (3Tama) B cirydae, eciu rneHa Jloropopa (3Tama) COCTaBIseT OT 5 MIpJ. pyoieit 1o

10 mMipa. pyOneii (BKIIIOUNTENBHO);

n) 0,1 mpouienra niens! [loroBopa (3Tama) B cirydae, eciu 1ieHa Jlorosopa (3tana) mpesbimaet 10 mapa. pyonei.

7.5. B ciyyac HEHWCHOJNHEHHWs WIH HEHAIUICKAIIETO UCIONHEHUs McrmoiHuTeneM 00s3aTelbCTB, MPEIyCMOTPEHHBIX
JoroBopom, 3aka3uuK BIpaBe NPOU3BECTH OIJIATy 10 JOroBOpy 3a BBIYETOM COOTBETCTBYIOLIEIO pa3Mepa HEeyCTOHKH
(mrtpada, meHn).

7.6. B ciydae mpocpouku ucrmoisHeHUs McmomHuteneM o00s3aTenbCTB (B TOM HYHCIE TapaHTHHHOTO 00s3aTeNIbCTBA),
MPeayCMOTPEeHHBIX JloroBopoM, a Takke B HWHBIX CIy4asx HEUCIOJTHEHHUS WINM HEHAIJISKAIIET0 WCIIOITHEHHS
HcnonauTeneM 00s3aTeNbCTB, MPeaycMOTpeHHBIX JloroBopom, 3aka3zduk Hampasisier VcnomHuTenmo TpeboBaHHe 00
yIutate HeycToek (mTpadoB, TICHH).



7.7. OOwas cymMMa HauyMCICHHOW HEYCTOHKH (mTpadoB, NEHM) 32 HEUCIIOJHEHHE WIIM HEHaJUIe)Kalllee HCIIOJHEHUE
Hcnonaurenem 00513aTeNbCTB, IPEAyCMOTPEHHBIX JloroBOpoM, HE MOXKET MPEBBIIATH [eHy Jlorosopa.

7.8. CropoHa OCBOOOXIAeTcs OT YIUIATBl HEYCTOWKH (mTpada, MEHW), €CIM TOKaKeT, UYTO HEWCIIONHEHHE WIN
HEHaAJIeXkKallee UCIOTHEHNE 00513aTeNbCTBA, IPEAYCMOTPEHHOTO [l0roBOpOM, IPOU30IIIO BCIEACTBUE HETPEOAOINMOM
CHJIBI WJIH IO BUHE Jpyroif CTOPOHBI.

7.9. K obcrosTenscTBaM HEMPEOJOIMMOM CHIIBI OTHOCSTCS COOBITHS, Ha KoTopble CTOPOHBI HE MOTYT OKa3bIBaTh
BIIMSHUE W 32 BOSHUKHOBEHHE KOTOPBIX OTBETCTBEHHOCTH HE HECYT (3eMJIETPSCEHUE, HABOJHEHHE, T0XKap, U JIpyrue
CTUXMIHbIE O€ICTBUS, NPUHATHE OpPraHaMH{ 3aKOHOJATEJIbHOW BJIACTH OTrPAHUYUTENBHBIX HOPM IIpaBa U JpyTHe).
VYka3aHHBIE COOBITHS JJOJDKHBI OKa3bIBaTh MPSIMOE BIMSHUE HA HEBO3MOKHOCTH HaJIexKaniero ucroianeHus CTopoHaMu
NpUHATHIX 00s3aTenbeTB no JloroBopy. K Takum oOcrosiTenscTBaM He OTHOCSTCS HapylleHHe 0O0s3aHHOCTEH co
CTOPOHBI KOHTPareHTOB lICIIOJIHUTENs, OTCYTCTBHE Ha DPBIHKE HYXXHBIX JJIS HCIOJHEHUS TOBAapOB, OTCYTCTBHUE
HEOOXOINMBIX IEHEKHBIX CPEICTB.

7.10. CtopoHa, cchuIaromasicst Ha 00CTOSTENLCTBAa HEIPEOIOIMMOM CHIIBI, 00s13aHa B TeueHHe 3 (TpeX) KaJeHOapHBIX
JHEH U3BeCTUTH ApYyrylo CTOPOHY O HACTYIUICHHH ACHCTBUS MM O IPEKPAIEHUN ACHCTBUS MOJO00HBIX 00CTOSITEIBCTB
U TPEAOCTaBUTh HAJJIEXKaIlee NOKa3aTeIbCTBO HACTYIUICHHS OOCTOSITENBCTB HEMpeoonnMoi cuibl. Hamrexammm
JIOKA3aTENbCTBOM HAJIWYMSA YKa3aHHBIX OOCTOATENBCTB M HMX IPOAOIDKUTEIBHOCTH OYAYT CIIYy>KHTH 3aKIIOUCHUS
COOTBETCTBYIOIIUX KOMIICTCHTHBIX OPTaHOB.

Ecnu CropoHa He HampaBHUT WM HECBOCBPEMEHHO HAIpPaBUT HEOOXOIMMOE HM3BELICHHE, TO OHa 00s3aHa BO3MECTHUTh
npyroit CTopoHe yOBITKH, IPUYHHCHHBIC HEU3BEIICHUEM HJIH HECBOCBPEMCHHBIM U3BCIIICHUCM.

7.11. CTOpOHBI MOTYT OTKa3aThCs OT JAJBLHEHIIICTO HCIIOJHCHUS 00s13aTebeTB 1Mo JloroBopy mo cormnameHuo CTOpoH,
€cJIi 00CTOSITENHCTBO HEMPEOIOIUMOM cHiIbl AnuTcs 6osee 30 (TpuaLaTH) KaJleHAApHBIX JHEH.

7.12. CTOpOHBI HU NPHU KaKUX YCIOBHUSIX HE HAYUCIAIOT MPOLEHTHI, YCTaHOBIEHHBIE CT. 317.1 I'paxkaHCKOr0O KOJeKca
Poccuiickoit ®enepanuu.

8. PASBPELIEHHME CIIOPOB

8.1. Bece cnopbl ¥ pazHorjacusi, KOTOpPblE MOT'YT BO3HHKHYTH B CBSI3M C BBINOJHEHHEM 00s3arenbeTB 1o Jloroopy,
CTopoHBI OYIYyT CTPEMHUTHCS pa3peliaTh IMyTeM eperoBOpoB.

8.2. IlpereH3must HampaBisieTcs B THCBMEHHON (opMe C yKa3aHHeM JONYyIICHHBIX HapyIICHWH CO CCBUIKOH Ha
COOTBETCTBYIOIIHE MOJIOKeHHs [loroBopa WM ero NpHIOKEHWH, pa3Mep HEYyCTOWKM M (WiIHM) yOBITKOB, a TakKxke
JIEHCTBUSA, KOTOPBIE TOJKHBI OBITh MPOW3BECHBI TSI YCTPAHEHUS HapyIICHUI.

8.3. Cpok paccMOTpeHHs THceM, YBEIOMIICHUH WIH MPETEH3UH He MOXeT mpeBhImath 10 (1ecaTh) KaleHIapHBIX JTHEH
CO JHS UX NOJIY4EHUSI.

8.4. B ciywae ecinm yKka3aHHBIE CIIOPBI M Pa3HOTJIACHs HE MOTYT OBITH pa3pelieHbl IIyTeM NEeperoBOpoB, OHHU TOJIEXKAT
paspelieHuI0 B TOPSJKE, INPELyCMOTPEHHOM JEHCTBYIOIIMM 3aKOHOAATeNsCTBOM Poccuiickont ®denepaunn, B
ApOutpaxaom cyne SApocmaBckoi 001acTH.

9. O6ecneuenne ucnosHenus JJorosopa*

9.1. Jlo noxnucaunusi JJoroBopa McnonHUTENb TOJDKEH MPEICTaBUTh 3aKa3unKy 00ecredeHne UCTIOTHEeHUsI
JoroBopa B Bume O0€30T3BIBHOM OAaHKOBCKOW TapaHTHM WJIM IIyTeM BHECEHHS [CHEXHBIX CpPEACTB Ha
HIDKeYKa3aHHBIH cyeT 3aka3unMka B pasMepe % HadanbHOM (MakCHMaJbHOM) IIEHBI JOTrOBOpa, yKa3aHHOH B
M3BEIIEHNH 00 OCYIIECTBJICHWH 3aKyNKH M (WIM) JOKYMEHTAlMH O 3aKyINKe, YTO COCTaBIISET
pyO0aeii. Cpok xmeiicTBusi 0aHKOBCKOHM rapaHTuH (B Ciydae eciM OaHKOBCKAas rapaHTusl BbIOpaHa y4aCTHHKOM B
KadecTBe crocoba o0ecredeH st HCIIOJTHEHNS] KOHTPaKTa), C MOMEHTa 3aKiIodeHust JloroBopa 1 JJOJDKEeH IpeBhIaTh
CPOK AEUCTBHS JOTOBOpA HE MEHEE Ye€M Ha OJIUH MECSII.

ObecriedeHne MpeIoCTaBISIeTCs B OTHOIICHWH TpeOOBaHMH, BO3HUKIIMX IO OCHOBHOMY OO0S3aTENBCTBY,
ymate HeycToek (mTpadoB, meHed) m yoOwiTkamM. Crmoco0 obecrmeuenus ucmonHeHHs JloroBopa ompememser
HcnonHurens caMOCTOSATENBHO.

9.2.B ciyuae BeiOopa UcnomunuTeneM obecnieueHust ucnoHeHus JloroBopa B Buie 0aHKOBCKOW TapaHTHH,
Takass OaHKOBCKasi TapaHTHs JOJDKHa oOecrednBaTh Bce oOs3arenbcTBa [IpmHnumana mnepen benedunumapom mo
JloroBopy, B TOM 4HCIIe HEHCIIOJHCHHE WM HEHAJJIe)Kallee UCIIOIHEHHE 0053aTebCTB, yIUIaTy HEYCTOCK (IIEHH U
mrpadsl) U YOBITKOB.

[Tpu BeIGOpE Ucnonnutenem obecrieuenus ucroinHenus Jorosopa B popme BHECEHUs ICHEKHBIX CPEICTB,
B Clly4ae HEHCHOJIHEHHS U (M) HEHaUIeXKalllero UCIOIHEHHs UM yciioBuil JloroBopa, 3aka3uuk BIpaBe yaepikaTb



B CBOIO I10JIb3y IIPUYHUTAIOILYIOCS €My CYMMY B IIpeZieiax pacCUnTaHHOM HeycTolkH (mTpada, eHN) U IIOHECEHHBIX
yOBITKOB BO BHECYACOHOM IOPSIIKE.

9.3. B ciywyae ecimm uM OBUIO BBIOpAaHO BHECEHHE NCHEKHBIX CPEACTB M 005A3aTENBCTBO HCIOIHEHO
HaJJIeKaIuM o0pa3oM, 3aKa3duK 00s3yeTcsl BO3BpaTHTH VCTIOHUTEIIO IeHe)KHBIE cpeicTBa B TedeHne 10 paboumx
JHEH ¢ MOMEHTA MOJTyYeHHUs COOTBETCTBYIOLIEro TpeboBaHus oT McnomHuTens.

PexBH3UTHI cueTa Uil MepedrciIeHNs ICHSKHBIX CPEACTB, B cilydae ecid VcronHuteneM ObUIO BBEIOpaHO
BHECEHHE JICHEKHBIX CPEACTB! )

9.4. Pa3mep obecrneuenus ucnonHeHus JloroBopa MokeT OBITH M3MEHEH IIPH NPHHATHU 3aKa34HMKOM
AQHTUJEMIIUHTOBBIX Mep.

B cayudae, ecnu npenioxeHHas VcrnonHuTeneM LieHa, CyMMa IIeH €IUHUI] TOBapa CHWKEHBI Ha JBaALATh
IATh ¥ OoJiee MPOLIEHTOB 110 OTHOLICHUIO K HayajlbHOW (MakcMMajibHOW) 1eHe /loroBopa, Ha4ajibHOW CyMMe LieH
eIWHUI] TOBapa, VICIIOMHHUTENh MpemocTaBIeT oOecledeHne HcromHeHus JloroBopa ¢ yderoM IyHKTa 25.7
[onoxxeHus o 3aKyIke TOBapOB, pabOT, yCIyT rOCYyJapCTBEHHOTO aBTOHOMHOTO YUpexAeHHs SIpociaBckoi obmacti
«apopmarnmonHOE areHTCTBO «BepxHssa Bonray.

9.5. B xome wucnomHeHus noroBopa McrmonHuTens BIpaBe MPEAOCTaBUTh 3aKa3uHKy OOeCIedCHHE
WCTIOJIHEHUSI JIOTOBOPA, YMEHBIICHHOE Ha pa3Mep BBINOJHEHHBIX 0053aTEIbCTB, NPEIYCMOTPEHHBIX IOTOBOPOM,
B3aME€H paHee IPEeOCTaBICHHOTO 00ECIeUeHUsI UCIIONHEHUS AoroBopa. [Ipu 3ToM MOkeT ObITh M3MEHEH CIOCO0
obecrieueHUs! UCIIOIHEHUS I0TOBOPA.

9.6. UcnonHurens B KauecTBe oOecreueHHs HCIOJHEHUs JOroBOpa MpPUHMMAaeT OaHKOBCKHE TapaHTHH,
BbIJJaHHbIE OaHKaMH, BKJIIOYCHHBIMH B IIpelycMOTpeHHBIH craThel 74.1 Hamorosoro komekca Poccuiickoit
denepanun nepedeHb OAHKOB, OTBEYAIOIINX YCTAHOBICHHBIM TPEOOBAHHUAM IJIS IPUHATHS OAHKOBCKUX I'apaHTHH B
LETSIX HAaIOT000I0KEHHS.

9.7. baHKOBCKast TapaHTHS JOJDKHA OBITH OE30T3BIBHOM M JOJDKHA COAEPKATh YCIOBUS, IPEIYCMOTPECHHBIC
nyHkToM 10.13 TlonoxeHuss o 3akynmke TOBapoB, padOT, yCIyr TOCYZapCTBEHHOTO aBTOHOMHOTO YYPEXACHHS
SApocnasckoii obmactu «HbOpMaonHoe areHTcTBO «Bepxusis Bomray.

*0aHHbLIL NYHKM 8KII0UAEMCs 8 0020680D 8 CyYae NPOBEOeHUs. KOHKYPEHMHOU 3AKYNKU.

10. AHTMKOPPYNIMOHHAS OrOBOPKAa

10.1. IIpu ucrosHEHUH CBOMX 00s3aTeNbCcTB 10 HactosueMy JloroBopy, CtopoHsl, ux adduinpoBaHHble
JUIa, pabOTHUKY MM MTOCPEIHUKH HE BHIIIAYMBAIOT, HE MIPEIAaraioT BEIIIATUTh U HE Pa3peIIaoT BRIIUIATY KaKHX-
TM00 JICHEeXKHBIX CPEACTB WM IIEHHOCTEH, NPSIMO WIM KOCBEHHO, JIIOOBIM JIMIAM, JJISI OKa3aHWs BIMSHUS Ha
JIEWCTBHS WIIM PELICHHS ATUX JIUI] C IENbI0 TOJIyYUTh KaKHe-JIn00 HelpaBOMEpHBIE IIPENMYIIIECTBA.

10.2. Tlpu HCTIOTHEHWH CBOMX 00s3aTENBCTB MO HactosmeMy JloroBopy, CTopoHsI, nx adduImpoBaHHEIC
nvna, pabOTHUKH WJIM TIOCPEIHHKH HE OCYIIECTBISIOT NEHCTBHS, KBUIM(PHIMpPYEMble NMPUMEHUMBIM AJIS LENei
Hacrosiiero JloroBopa 3aKOHOZIATENBCTBOM, KakK Jiada WIIM MOJYyYCHHE B3STKH, KOMMEPUYECKHH IOIKYI, a TaKkKe
JeHCTBUA, Hapylalomme TpeOoBaHUS MNPUMEHHNMOTO 3aKOHOIATENhCTBA M MEXAYHAPOIHBIX AaKTOB O
MIPOTUBOACHCTBHH JIeTaTU3aIiH (OTMBIBAHHIO) JOXO/I0B, TOJyYEHHBIX MPECTYIHBIM ITyTEM.

10.3. B cmygae Bo3HMKHOBEeHHS y CTOPOHBI NOJO3PEHMH, YTO MPOHM3OLUIO WIM MOXET IPOU30HTH
HapymeHne KaKux-Tu0o mojoxkeHni Hacrosmied CtaThH, cooTBeTCTBYMomas CTopoHa 00sS3yeTcs yBEIOMHUTH 00
sToM apyryio CTopoHy B mucbMeHHOW (opme. Ilocie MUCBMEHHOrO yBeIOMIEHUs, cooTBeTCTBYIomas CTopoHa
UMEeT TIpaBO IPHUOCTAHOBHTH MCHOJHEHHME 0043aTeNbCTB MO HacTtosimeMmy JloroBopy M0 IoOJTydeHuUs
MOATBEPXKJICHNS, YTO HApYyLICHWs HE IPOM30IUIO WIM HE NPOU30HAET. DTO NOATBEPKICHUE IOJDKHO OBITH
HAaIpaBJIeHO B T€UYEHHE JIECSITH paboUyMX JHEH ¢ AaThl MOJY4YEeHHs MUCbMEHHOTO YBEIOMIICHHS.

Kananwr cBs3n «Tenedon nosepusi» I'ocynapcTBeHHOro aBTOHOMHOrO ydpexiaeHusi Spocnasckoit
odaactu «ndopmannonnoe arenTcTeo «Bepxusis Boara»» 8(4852) 72-92-36.

10.4. B nmuceMennoM yBemomieHun CTopoHa 00s3aHa coOCnaThCs Ha (PaKThl WIM MIPEIOCTaBUTh MaTEPHAIIHI,
JOCTOBEPHO MOATBEPXKJAIONINE WM JAIONINE OCHOBAHUE IPEIOaraTh, YTO MPOHM3OILIO0 MIIM MOXKET MPOU30UTH
HapymeHne Kakux-Tu0o monokeHuil Hactosmeid CTaTb KOHTPAareHToM, ero agQIINpOBAaHHBIMH JIMLIAMH,
paOOTHMKAaMH WM TOCPEAHWKAMH  BBIpa)Karomieecss B  ACHCTBHSX, KBAMHQUIMPYEMBIX MPUMEHHMBIM
3aKOHOJATEeILCTBOM, KaK Jada WM MOJYYeHHE B3SITKH, KOMMEPUYECKHMH MOJKYyN, a Takke B JACHCTBHIX,
HapylIalomuX TpeOOBaHUS NPUMEHHMOIO 3aKOHOJATENLCTBA M MEXKIYHApOJHBIX aKTOB O IPOTHBOJACHCTBUM
Jerain3auy JOX0A0B, MOJy4E€HHbBIX IPECTYIHBIM IIyTEM.

10.5. B cinyyae Hapymienust ofHoi CTOpOHOW 00S3aTeNbCTB BO3JEPKUBATHCS OT 3alpelleHHBIX B
HacTosiieM paszeine Jlorosopa aeicTBUi W/WiK HenoidydeHus Apyroil CTOPOHOH B YCTAHOBJICHHBIM B HACTOSIIEM



paznene JloroBopa CpoK MOJITBEP)KACHUS, YTO HAPYIICHHWs HE NPOU3OLUIO WM HE mpousoiiner, apyras CropoHa
UMeeT IPaBO PACTOPTHYTH JOTOBOP B OJHOCTOPOHHEM IOPSJKE MOJHOCTHIO WM B YacTH, HAINPABUB NMHUCHMEHHOE
yBeIOMIICHHE O pacTopkeHHH. CTOpOHa, 1O 4Ybeil MHUOMATHBE OBUI pacTOprHyT Hacrosmmid J[loroBop B
COOTBETCTBMH C IIOJIOKCHUSIMH HACTOAIICH CTaThd, BIpaBe TpeOOBaTh BO3MENICHHS pEAIbHOro ymiepoa,
BO3HHKIIETO B Pe3yJIbTaTe TAKOT'O PACTOPIKCHUSL.

10.6. JIrobas mapopmMarus, npexocrapisiemMas CTopoHaMHu APYT APYTY B paMKax Hactosmero /lorosopa,
cuuTaeTcs KOH(OUACHIMAILHON 1 HE OAJICKHUT Pas3riIallieHHuIo 0e3 MMCbMEHHOT0 coryiacusi Ha To apyroid CTOpOHBI,
3a UCKJIIOUCHHEM CITy4YaeB, YCTaHOBJIEHHBIX 3akoHOM Poccuiickoit @enepauuni.

10.7. Bce o0s3aTenbcTBa B OTHOIICHHH KOH(HACGHIMAIEHOCTH B BOINPOCAX, CBS3aHHBIX C MCHOJHEHHUEM
Hacrosiero Jlorosopa, CTopoHbI 0053yIOTCsI COOJIIOIATh, U MOCIHE MTPEKpalleHus AeiicTBUs HacTosmero JloroBopa
B Teuenue 3 (Tpex) ner.

10.8. CTOpoHBI O00S3YIOTCS OTPaHWYHTH PACIpPOCTpaHEHHE HH(OPMAINH, CBSI3aHHOM C HCIOJHEHHEM
HacTosimero Jloroeopa, TONBKO KPYroM JIHI, HMEIOIIMX K HeHW HEeMOCpeACTBEHHOE OTHoIeHue. CTOpOHEBI
00s13yIOTCS TIPUHATH BCE HEOOXOOMMEBIE Mephl 0e30macHOCTH JUIA 3alluThl  WH(POPMAIUH, IOKYMEHTOB U
MaTepHaJIOB, UCIIOIB3YEMbIX B PaMKaX HAaCTOAIIEro JoroBopa, OT HECAHKIHOHUPOBAHHOTO JOCTYIIA.

11. BAKVIIOYUTEJIBHBIE ITOJIOKEHUSA

11.1. HoroBop BCTymaeT B CHJIy ¢ MOMEHTa nojanucanus ero CTopoHaMHu U NEHCTBYET JO MOJHOTO HCIIOTHEHUS
CropoHamu B3sTHIX Ha ceOs mo HactosimeMy JloroBopy o0s3artenbctB. [IpekparieHue (OKOHYaHUE) CpoKa ACHCTBUS
JoroBopa He ocBoOoxgaer CTOPOHBI OT OTBETCTBEHHOCTH 3a HEUCIIOJIHEHHE WIM HEHaJUIeXallee HCIOIHeHNE
JloroBopa, eciii TakOBbIE HIMEJIM MECTO IIPU MCIONHEHNH ycioBuii JloroBopa.

11.2. JIroOble M3MEHEHHs W AOMONHEHUS K JlOroBOpY IOIDKHEI OBITH COBEPIICHBI B MHUCHMEHHOW (opMme u
MOATNMCAHBI HAJIEKAIE YIIOTHOMOYEHHBIMH NpeacTaBuTes Ml CTOPOH.

11.3. V3MeHeHHne yClIOBHH IOTOBOpa, B TOM YHCIIE M3MEHEHHE ILIEHBI JOTOBOpa, IOIYCKAaeTCS B CIIydasx,
MPETyCMOTPEHHBIX TPaXKAaHCKUM 3aKOHOJATeNnbCcTBOM Poccmiickoir Penepannu M B CiIydasx, IPeIyCMOTPEHHBIX
pazgenom 27 IlonmoxeHus O 3aKymke TOBapoB, pabOT, YCIyr TOCYJapCTBEHHOTO AaBTOHOMHOTO YUPEXACHUS
SApocnaBckoii obnactu «MHpopManmonHoe areHTCTBO «Bepxusis Bomnray.

11.4. Bce yBenoMiieHHs M U3BEIICHNUS, HEOOXOJMMBIE B COOTBETCTBHHU C JlOTOBOPOM, COBEPIIAIOTCSA B MUCEMEHHOMN
(hopme ¥ TOJDKHBI OBITh TNepe/iaHbl JMYHO WIIM HAMpaBIIEHbI 3aKa3HOM MOYTOM, JIEKTPOHHBIM COOOIIEHHEM, N0 (akcy
WIA WHBIM CHOCOOOM, TIO3BOJISIONIMM YCTAaHOBHUTH (DaKT OTNPABKHM KOPPECHOHACHIMH, C IOCIEAYIOIINM
MpeocTaBICHNEM OPUTHHAIIA 110 aapecaM, yka3aHHBIM CTOpOoHaMH.

11.5. JloroBop MOXeT OBITh PaCTOPTHYT MO coryamennto CTOPOH, M0 PEIICHUIO Cy/a, B CIydae OJHOCTOPOHHETO
oTkaza ogHOH u3 CTOPOH OT MCHONHEHMs JJoroBOpa B COOTBETCTBHY € TPAXKIAHCKUM 3aKOHO/1ATEIIHCTBOM.

11.6. 3aka3umk BrpaBe OTKA3aThCsl OT MCIOJIHEHHS J0T0BOPA B OJJHOCTOPOHHEM IIOPS/IKE B CiIydae HEHCIIOIHEHUS
(HeHa uIeXaIero UcTIoNHeHus ) McnonHuTeneM 0053aTeNbCTB, MIPEAYCMOTPEHHBIX IOTOBOPOM.

11.7. B ciny4ae ycraHoBieHHs (akTa npeacTaBieHus VicrnonHuTeneM HeIOCTOBEPHBIX CBEJCHUH, OCITYKUBIIMX
OCHOBaHMEM ISl MPHU3HAHMS €ro MoOeAuTesIeM 3aKylKH W 3aKioueHHs C HUM JjoroBopa, [IpuHiuman Bopase
PacTOPrHYTH TaKOH JOTOBOP Ha JIFOOOM 3Tale €ro HCIOTHEHHUS.

11.8. Tlpm wucrmomHEHWH [OOTOBOpAa HE JOIyCKaeTcs 3aMEHa IIOCTAaBIIMKA (TOAPSIYNKA, WCIIONHHUTENIS), 3a
WCKJTIOYEHWEM CIy4aeB, KOTI/Ia HOBBIH IOCTaBIIMK (TOAPSAYNK, WCIIOJHUTENh) SBISETCS IPAaBOIPEEMHUKOM
NPEeABIIYIIEro MOCTaBIIMKA (HOAPSIYMKA, MCIOIHUTENS), C KOTOPBIM 3aKJIIOYEH JIOTOBOP, B COOTBETCTBHU C
TpaXIaHCKUM 3aKOHOJaTesbcTBoM Poccmiickoil denepaiu (B ciiydae peopraHu3aliyl I0pHIMYECKOro juia B hopme
npeoOpa3oBaHus, CIMSHHUS WIN NIPUCOEAMHEHNUs). B ciydae mepeMeHbl MOCTaBIIMKa (MOAPSAYNKA, UCIIOIHUTENS) €ro
npaBa 1 003aHHOCTH MEPEXOAT K HOBOMY ITOCTABIIMKY (HOAPSTYMKY, UCIIOTHUTENIO) Ha TEX JKE YCIOBHUAX U B TOM K€
obbeme.

11.9. Tlpu pactopkennn [loroBopa B CBSI3U ¢ OJHOCTOPOHHMM OTkazoMm CTopoHbI JloroBopa OT HCIIOTHEHHS
Horoopa npyrast Ctopona JloroBopa BipaBe moTpe0OBaTh BO3MEIIEHHS TONBKO (DaKTHUECKH ITOHECEHHOTO ymiepoa,
HETIOCPEACTBEHHO OOYCIOBIEHHOTO OOCTOSTENLCTBAMH, SBISIOIMIMMUCS OCHOBAaHHEM IS NPUHATHA DPEUICHHS 00
OJTHOCTOPOHHEM OTKa3e OT MCTIONHEeHus [loroBopa.

11.10. B gactu otHomenuii Mmexny CTOpoHaMH, HEYyperyIHpOBAaHHOH MoNokeHUsMH JloroBopa, MpHMEHseTCs
JeiicTByoIee 3aKOHOJaTeNbCTBO Poccuiickoil @enepanuu.

11.11. Ecimm xakoe-nmmbo 13 moyiokeHWi JloroBopa CTaHOBHUTCS HEICWCTBHUTENBbHBIM, 3TO HE 3aTparuBaeT
JICHCTBUTENBHOCTH OCTATbHBIX €T0 MOJOKEHHUH.

11.12. ITpunoxenue Ne 1 «TexHuueckoe 3aganue» k JoroBopy sBISIOTCS HEOThEMIIEMON 4acThio JloroBopa.



11. OPUINYECKHUE AJPECA, PEKBU3UTHBI U TIOAIINCH CTOPOH

3aka3unk Hcnonnurens
/ /
(moamnuce) (nmoamnuce)
(m.1) (m.1.)

Mpunoxenne Ne 1
K I0roBopy Ne OT «__ » 20 1.



TexHuuyeckoe 3aaHne

Ha MpeocTaB/IeHNe JULIEH3HOHHBIX PAaB Ha M0JIb30BaHNe NPOrpaMMHbIM obecnieuenneM Kaspersky

Endpoint Security nis 6usneca — CtanaapTHbII

IIpeamer 3akynku,

Oka3zanue yciayr mno mnOpeaoCTaBJICHUIO HCUCKIIIOYUTCIIBHBIX IMpaB Ha HCIOJb30BAHUC

XapaKTePUCTUKU JIMLEH3UOHHOTO nporpammHoro obecrieuenust Kaspersky Endpoint Security anst OusHeca —
CranpmapTHeId (TIpOAJICHHWE JUIICH3WH HAa aHTHUBHPYCHOE NPOTpaMMHOE oOecmedueHue) Uit
HYXJ 3aKa3unka CpOKOM Ha 12 mecsiies.

KommgectBo/Mecto 132 xommnexra (unersun)/ 150000, T. SApocnasns yn. Makcumosa, 1. 17/27

OKa3aHMA yCIyT

Cpoxk aelicTBus
JIUIICH3UU

12 mecsneB ¢ MOMEHTa aKTUBALIMU JIULIEH3UH (KITIOUEH)

TpeGoBanms K
XapaKTepUCTUKAM
TOBapa

Oo0uue TpedoBanust
AHTHBHPYCHBIE CPEACTBA JOJKHBI BKIIIOYATh:
®  [pOrpaMMHBIE CPEICTBA AHTUBUPYCHOH 3aIIMUTHI JUT padounx ctaHnuil Windows;
e  [pOrpaMMHBIE CPECTBA AHTUBUPYCHOH 3aIMUTHI JUTs pabdounx ctaHuui Linux;
e  [pOrpaMMHBIE CPEICTBA AaHTHBUPYCHOH 3alIUTHI 11 (aiiaoBsIx cepepoB Windows;
e  [pOrpaMMHBIC CPEICTBA aHTUBUPYCHOH 3aIIUTHI JUTsl (GaiiIoBBIX cepBepoB Linux;
® [IpOrpaMMHBIE CPEICTBAa LCHTPAJIM30BAHHOIO  YINpPAaBJICHWUsS, MOHMTOPDUHra H
OOHOBJICHHS,
e  OOHOBIIsieMble 0a3bl JAHHBIX CUTHATYP BPEIOHOCHBIX IPOTPaMM U aTakK;
e  DKCIUIyaTallMOHHYIO JIOKYMEHTALUIO HA PYCCKOM SI3bIKE.
[TporpammHBIi HHTEpdEHC BCeX aHTUBUPYCHBIX CPEACTB, BKIIFOYAsl CPE/ICTBA yIPaBICHUS,
JIOJDKEH OBITh Ha PYCCKOM M aHTJIMHCKOM SI3BIKE.
Bce anTHBHpYCHBIE CpeCTBa, BKIIOYAst CPEACTBA YIIPABICHHS, TOJDKHBI 001a1aTh
KOHTEKCTHOM CIIPaBOYHOM CUCTEMOI HA PyCCKOM M aHITIMHCKOM S3BIKE.

TpeGoBaHus K NPOrPAMMHBIM CPeACTBAM AHTUBHPYCHOM 3alIUTHI AJ1s1 pa0o4ux cTaHUMI
Windows

IIporpamMMHBIE CpeaicTBAa aHTUBUPYCHOM 3aLTUTHI JOJDKHBI (PYHKIIMOHUPOBAThH Ha
KOMITBIOTEpaX, paboTaoIuUX MO YIPABIECHUEM ONEPAIIMOHHON CUCTEMBI JJIs1 pabounx
CTaHLIUM CIeYIOUINX BEPCHil:

e  Windows 7 Home / Professional / Enterprise (32 / 64-pa3spsianast);

e Windows 8 Professional / Enterprise (32 / 64-pa3psiiHas);

e Windows 8.1 Professional / Enterprise (32 / 64-pa3psanast);

e Windows 10 Home / Pro / Education / Enterprise (32 / 64-pa3psianast).

B nporpaMMHOM cpecTBe aHTHBHPYCHOW 3aIIHUTHI JOJDKHBI OBITh PeaTn30BaHbI CIEAYIOIIE
(hyHKIIMOHATHHBIC BO3MOKHOCTH:

® AHTHBHPYCHOE CKAHHPOBAHUSA B PEXKHME pEATPHOIO BPEMEHH W TI0 3alpocy H3
KOHTEKCTHOTO MCHIO O0BEKTA;

®  AHTUBHPYCHOE CKAaHMPOBAHHUE IO PACIIHCAHUIO;

o AHTUBUPYCHOC CKAaHUPOBAHUE IMOJAKITIOYAEMBIX yCTpOﬁCTB;

e  SBPHCTHYECKOTO aHAIN3ATOPAa, MO3BOJIIONIETO PACIIO3HABATH M OJIOKMPOBATH paHEe
HEU3BECTHBIC BPCIOHOCHBIE ITPOTrPaAMMBI;

e  HelTpanu3auuu JEHCTBUI aKTUBHOTO 3apa)KCHMUS,;

e  aHaNM3a IOBEJCHUS NPHJIOXKEHUS M IPOW3BOJMMBEIX MM JEHCTBUHA B cucTeMe Ui
BBISIBJICHUSI M €70 BPEOHOCHOW aKTUBHOCTH M OOHApy>KEHUS! HECAHKIIMOHUPOBAHHBIX
JIEUCTBHIA;

e aHanm3a oOpameHWd K OO0mUM mankaM u (aiiaM i1 BBISIBICHHS ITOTBITOK
MM(pPOBAHUS 3aINIIAEMbIX PECYPCOB JIOCTYITHBIX I10 CETH;

e  OJOKMPOBKA JIEUCTBHI BPEIOHOCHBIX IIPOTPaMM, KOTOPBIE HCIIOJIB3YIOT ySI3BUMOCTH B
IIpOorpaMMHOM 00€CIIEUEHNH B TOM YHCIIE 3aliUTa naMsaT CUCTEMHBIX ITPOIECCOB;

®  OTKAaT JCWCTBUU BPEJOHOCHOTO MPOTPaMMHOTO OOeCledeHUs TpH JICYCHUH, B TOM
YHCIIe, BOCCTAHOBJICHHUE 3allIn(pOBAHHBIX, BPEJOHOCHBIMHU IPOrpaMMamH, (aiios;

e  OrpaHMYCHHUS NPHUBIJICTHH (3alHCh B peecTp, AOCTYH K dailiaM, mankaM u APYTHM
mporieccaM, oOpallieHne K IIIaHUPOBIINKY 3a/1a4, TOCTYII K YCTPOHCTBAaM, N3MEHEHHE
npaB Ha 00BEKTHI U T.J.) JJIS IIPOLIECCOB U NPHUIIOKEHUH, TUHAMHYECKH OOHOBIIsIEMbIE
HacTpanuBaeMble CIHCKHU NPHIIOKEHUH C ONpeaeIeHUEM YPOBHS JOBEPHS;




00JIauHOM 3aIIMTBl OT HOBBIX YIPO3, IO3BOJISIONIEH IPHUIOKEHHIO B PEKUME
peanbHOTO BpPEMEHHM O0pamartsCsi K pecypcaM MPOW3BOIUTENS, [UIS TOIYYEHHS
BEpIIMKTA IO 3aIyCKaeMOil IporpaMme Win Qaitiy;

AQHTUBUPYCHON TNpPOBEpKM M JiedeHUs (aiiloB B apXUBax CIEIYIOMHX (HOPMATOB:
RAR, ARJ, ZIP, CAB, LHA, JAR, ICE;

3aIIUTHI HIEKTPOHHOM MOYTHI OT BPEJOHOCHBIX IPOTPaMM C IIPOBEPKO BXOJAIIETO U
HCXOIAMIEro Tpaduka Mepenaronerocs no creayomuM nportokonam: IMAP, SMTP,
POP3, MAPI, NNTP;

(uIbTpa MOYTOBBIX BJIOKEHHH C BO3MOXHOCTBIO NMEPEHMEHOBAHUS WIN YIAJICHHS
3aJlaHHbBIX TUTIOB (aiiyIoB;

MPOBEPKY CETEeBOro TpaduKa, MOCTYMAIOMIEro Ha KOMIBIOTEp MOJb30BaTelis I10
nporokonam HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B ToM uucne
C TIOMOIIBIO 3BPUCTHYECKOTO aHaIHW3a, C BO3MOXKHOCTHIO HACTPONKH JOBEPEHHBIX
pecypcoB 1 paboToH B pexkrMe OJOKUPOBKU MIIH CTATHCTUKU;

GIOKMPOBKY GaHHEPOB W BCILIBIBAOIINX OKOH Ha 3arpyxaembix \Web-crpanumnax;
pacro3HaBaHUs U OJIOKHPOBKY (PUITMHTOBBIX M HEOE30IaCHBIX CAWTOB;

BCTPOEHHOTO CETEBOTO 3KpaHa, IIO3BOJIIONIETO CO34aBaTh CETEBBIC ITAKETHBIC
IpaBWjla W CETEBBIE IpaBWJIa AT MPOTpaMM, C BO3MOXKHOCTBIO KaTETOPH3AIMH
CETEBBIX CETMEHTOB;

3alIMTBl OT CETEBBIX aTrak C MCIOJIb30BAHUEM IIPaBWJI CETEBOTO OKpaHa s
MPWIOKEHUH U TOPTOB B BEIYUCIIUTEIBHBIX CETAX JIO0O0T0 TUIIA;

BO3MOXKHOCTb 3aIlUTHl OT CETEBBIX YIP0O3, KOTOPBIE UCIIOJB3YIOT ysi3BUMOCTH B ARP-
npoTtokoie ans noaaenku MAC-aapeca ycTpoicTBa;

KOHTPOJIb CETEBBIX MOAKIIOUECHUN THIIA CETEBOI MOCT, C BO3MOXHOCTBIO OJIOKMPOBKH
OJTHOBPEMEHHOH YCTaHOBKH HECKOJIBKHX CETEBBIX MOAKIIOUCHNH;

CO3JaHUS CIICIHUATBHBIX TPABWI, 3aNpEIAlONINX MM Pa3pelIaloiuX YCTaHOBKY
W/WIK 3aIlyCK MPOTpaMM JUI BCEX HIIM UIA ONpPEAETCHHBIX TPYMI MOJb30BaTeIeh
(Active Directory wnu JOKambHBIX TOJb30BATEICH/TPYIIT), KOMIIOHEHT JOJDKCH
KOHTPOJIMPOBATh MPWJIOKEHUS KaK IO MyTH HaXOXICHUS MPOrPaMMBbI, METaJaHHBIM,
cepTH(UKATy WIH €ro OTIIEYaTKy, KOHTPOJIBHOI CyMMe, TaK U IO 3apaHee 3a/aHHbIM
KaTeropusiM  MPUWIOKEHUH, MPEeJI0CTaBIsIEeMbIM IPOU3BOJUTENEM IPOrPAMMHOTO
obecrieueHnsi, KOMIIOHEHT JIOJDKEH paboTaTh B PEXKMME YEPHOTO WM OEJIOro CIIHCKa,
a TaKke B peKMMe cOOpa CTATUCTHKU MM OJIOKUPOBKH;

KOHTPOJISI pabOThI NOJIb30BATENISl C BHEIIHUMHU YCTPOMCTBAMHU BBOJA/BBIBOAA 110 THITY
YCTPOWCTBA W/WMIM WCIIOIb3YeMOH INMHE, C BO3MOXHOCTBIO CO3JIaHMS CITHCKa
JIOBEPEHHBIX YCTPOMCTB MO MX HJICHTU(PHUKATOPY ¥ BO3MOXKHOCTHIO ITPEAOCTABICHUS
NPUBWIETHH  [UII  WCIIOJIB30BaHHS  BHEIIHMX  YCTPOWCTB  ONPENEICHHBIM
noas3oBaressiM u3 Active Directory;

BO3MOXHOCTh ynpasieHuss MTP ycrpoiictBamMu M HAcTpOHKM MpaBWil JOCTYyNa K
YCTPOMCTBAM 3TOrO THUIIA JUIsl BCEX WJIM JUIsl TPYII mojib3oBatesnet (Active Directory
WY JIOKAJIbHBIX T0JIb30BATEINEH/TPYIIT), B pAMKaxX KOHTPOJISI yCTPOUCTB;

3aIlUCH B )KYPHaJI COOBITHI O 3alIMCH W/WIU yiaJieHnU (paillloB Ha CheMHBIX JTUCKAX;
KOHTpOJISI paboThl IOJIb30BaTENsl C CceThio MHTEpHET, B TOM uucie J00aBIleHUs,
pelaKTUPOBAHUS KaTEerOpHid, BKIIFOYEHHUE SIBHOTO 3alpera Wi pa3pelieHus JOCTymna K
pecypcaMm  OIpENeNICHHOTO CO/ICPXKAaHUsI, KaTerOpuH CO3JaHHOW M JIMHAMUYECKH
OOHOBIISIEMON TIPOM3BOJAMTENEM, a TaKXke TUNa mHGopManuu (ayJauo, BUAEO W Ip.),
MO3BOJISITh BBOJUTH BPEMEHHbBIE HHTEPBAJIBI KOHTPOJIS, @ TAKXKE Ha3HAYATh €r0 TOJIBKO
OIpe/ieNieHHbIM MoJb30oBaTessiM 13 Active Directory;

3aIIMTEL OT aTtak Ttuna BadUSB;

3allyCK CIIENMaJIbHOW 3ajadu Uil OOHAapYKEHHs YSI3BUMOCTEH B IPHIIOKEHHSX,
YCTaHOBJICHHBIX Ha KOMIIBIOTEPE, C BO3MOXHOCTBIO IPEJOCTABIEHHS OTYETa II0
00HapYKEHHBIM YS3BUMOCTSIM.

3alIMThl  OT  YJAJeHHOTO  HECAaHKIMOHWPOBAHHOTO  YIPABJICHUS  CEPBUCOM
NPWIOKEHHUS, a TAKXKe 3alllUTa JOCTyla K MapaMeTpaM HPUIOKEHHUS C MOMOIIbIO
mapos;

YCTQaHOBKM  TOJBKO  BBIODAHHBIX ~ KOMIIOHEHTOB  HPOTPAMMHOIO  CpEJCTBa
AHTUBHUPYCHOM 3alUTHI,

LEHTPAIN30BAaHHOE YNpPABJICHHE BCEMM BBIIICYKA3aHHBIMH KOMIIOHEHTAMH C
MIOMOIIBIO €TMHOM CHCTEMBI YIIPaBICHHSL;

3aIyCK 3aJiay 110 PacHHCaHMIO M/WIN cpasy I0CIe 3aIyCKa MPHI0KEHHS;

ruOKOe YIpaBJICHHWE WCIOJIb30BAHMEM PECYpCOB KOMIbIOTEpa Uil oOecredeHHs




KoMdopTHOH pabOTH MOJb30BaTENEH NPU BBIOJIHEHUHM CKaHUPOBaHMS (aitioBoro
MPOCTPAHCTBA;

YCKOpEHHE TMPOIlecCa CKAHMPOBAHUS 3a CYET MPOMYCcKa OOBEKTOB, COCTOSHHE
KOTOPBIX CO BPEMEHH MPOIUION IIPOBEPKU HE H3MEHHIIOCH;

BO3MO>KHOCTbH IIPOBEPKH IIETOCTHOCTH aHTUBUPYCHOH MPOTpaMMBI;

BO3MOXXHOCTh ~ O0OAaBICHMS WCKIIOYCHHUH W3 aHTHBUPYCHOH TIPOBEPKH IO
KOHTPOJBbHON cymme ¢aiiy, Macke MMEHW/IUPEKTOPHU WIHM 10 HalW4uio y (aiima
JTOBEPCHHOM ITU(PPOBOH MOIHUCH;

HallM4yhe y aHTHBHMpYCa 3allMIIEHHOTO XpaHWIMINA A YAAJICHHBIX 3apa)KeHHBIX
(haiinoB, ¢ BOBMOYKHOCTBIO HX BOCCTaHOBJICHUS;

HaJIM4YKe 3alUIIEHHOT0 XPaHWIHIIA JIsl OTYETOB O paboTe aHTHBHpYCa;
BO3MOXKHOCTb BKJIFOUEHHSI M BBIKJIIOUECHUS rpaduueckoro nHrepdeiica antuBupyca, a
TaKKe HaJM4He IMPOLIEHHON BepcuM rpaduueckoro mHTepdeiica, ¢ MUHUMAIBHBIM
Ha0OpOM BO3MOKHOCTEH;

Bo3MoxHOCTh mHTerparmu ¢ Windows Defender Security Center;

Hasmuune noanepxku Antimalware Scan Interface (AMSI);

Hannuue noagepxxku Windows Subsystem for Linux (WSL);

BO3MOXKHOCTh 3aIUTUTH IIAPOJIEM BOCCTAHOBJICHHE OOBEKTOB W3 PE3EPBHOTO
XpaHUIUIIA.

TpeﬁOBaHI/lﬂ K l'[pOl”paMMH])lM Cpe)lCTBaM a]—[THBprCHOfI 3alIUThI AJIA cepBepOB
Windows

[TporpamMMHBIE cpecCTBa AaHTHBUPYCHOM 3alUTHI JIOJDKHBI ()YHKIIMOHUPOBATH Ha
KOMIIBIOTEPAx, pabOTAIOIINX O] YIIPABJICHUEM OMEPANMOHHON CHCTEMBI IS (PaiIOBBIX
CEPBEPOB CIEAYIOIINX BEPCUI:

Windows Small Business Server 2008 Standard / Premium (64-pa3spsianas);

Windows Small Business Server 2011 Essentials / Standard (64-pa3psinHas);
Windows MultiPoint Server 2011 (64-pa3psianas);

Windows Server 2008 Standard / Enterprise Service Pack 2 (64-pa3psiinas);
Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-
paspsiaHasi);

Windows Server 2012 Foundation / Essentials / Standard (64-paspsianas);

Windows Server 2012 R2 Foundation / Essentials / Standard (64-pa3psianast);
Windows Server 2016 (64-pa3psiarasi) (C OrpaHUYCHUSIMH);

Windows Server 2019 (64-paspsianas) (C OrpaHHIEHUSIMH).

B IIPpOrpaMMHOM CPELICTBC aHTHBHPYCHOﬁ 3alIuThl JOJIXKHBI OBITH PpCajin30BaHbI CICAYONINC
(I)yHKI_II/IOHaJ'ILHLIC BO3MOKHOCTH:

AQHTUBUPYCHOE CKAaHWPOBAaHWE B PEXHMME PEAIFHOTO BPEMEHHM M IO 3arpocy u3
KOHTEKCTHOTO MEHIO 00BEKTa;

AHTUBUPYCHOE CKAaHUPOBAHHUE 110 PACIIMCAHUIO;

AHTUBUPYCHOE CKAaHUPOBAHHUE MOJKIIIOYAEMbIX YCTPOHCTB;

3BPUCTUYECKOTO aHAIM3aTOpa, IO3BOJIAIOLIEr0 PAclO3HABAaTh M OJIOKHPOBATH paHee
HEHM3BECTHBIE BPEJIOHOCHBIE TPOTPAMMBbI;

HEUTpaau3aluy AeHCTBUN aKTUBHOTO 3apPayKEHUS;

aHaJM3a TMOBEJCHUSI NPUIIOKEHUS U MPOMU3BOJIUMBIX UM ACHCTBUIl B cUCTEME IUIs
BBISIBJICHUSI M €r0 BPEJOHOCHOW aKTUBHOCTH U OOHAPYKEHUsI HECAHKIIMOHUPOBAHHBIX
JIeUCTBHH;

aHanM3a oOpameHuid K oOmuM namkam u  (aiiyaM Ui BBIABIECHHS IOIBITOK
MM(pPOBAHUS 3aNIIAEMbIX PECYPCOB JIOCTYITHBIX I10 CETH;

OJIOKMpPOBKaA JEWCTBHUI BPEOHOCHBIX ITPOTPaMM, KOTOPBIE HCIIONIB3YIOT YI3BUMOCTH B
MPOTPaMMHOM O0ECIIEYEHUH B TOM YHCIIE 3allUTa TaMITH CUCTEMHBIX ITPOIIECCOB;
OTKaT JeHCTBUI BPEJOHOCHOTO IPOrPaMMHOI0 OOECHEYEHHs NPH JICYCHUH, B TOM
YHCIIe, BOCCTAHOBJICHHUE 3allIn(pOBAHHBIX, BPEJOHOCHBIMHU MPOrpaMMamH, (aiios;
OrpaHHYeHUs] PUBHJICTHH (3alMCh B peecTp, AOCTYyI K ¢aiinaM, narnkam b JpyruM
npoieccam, oOpalieHue K IaHUPOBIIUKY 3a]a4, TOCTYIl K YCTPOHCTBaM, U3MEHEHHE
npaB Ha 00BEKTHI U T.J.) ISl TIPOLECCOB U NMPHUIIOKEHHUH, TUHAMHYECKH 0OHOBIIsIEMbIe
HacTpanuBaeMble CIHCKHU MPHUIOKEHHUH C ONIPeIeTICHUEM YPOBHS JOBEPHS;

00JIauHOM 3alIMTBl OT HOBBIX YIpo3, IO3BOJIAIONIAS TIPHIOKEHHIO B DPEXHUME
peajbHOrO BpeMEHHM o0pamarscsi K pecypcaM HpPOWU3BOJUTEINS, JUIS IOJIY4EHHS
BEPJMKTA I10 3aIlyCKaeMOW IporpaMmMe Win Qaiiy;

AHTUBUPYCHOI NMpoBepKH u jiedenus daito B apxuBax ¢opmaroB RAR, ARJ, ZIP,
CAB, LHA, JAR, ICE;




BCTPOEHHOTO CETEBOIO JKpaHa, MO3BOJSIOIIETO CO3/aBaTh CETEBbIE IAKETHBIC
NpaBUJa M CETEBbIE MpaBWila I IPOTrpPaMM, C BO3MOXKHOCTBIO KaTETOpU3ALMH
CETEBBIX CETMEHTOB;

BO3MOXHOCTb 3aILUTHI OT CETEBBIX YIPO3, KOTOPHIE UCIIOJIB3YIOT ySI3BUMOCTH B ARP-
npoTokoie st monaenku MAC-anpeca yecTpoHCTBa;

CO3/1aHMs CIELUANBHBIX MNPAaBHJ, 3aNpEllaloUX HWIH pPaspellalonIuX YCTaHOBKY
W/WIH 3aIlyCK TPOTpaMM UL BCEX WJIM XK€ JUIA OMPENEIICHHBIX TPYII MOJIb30BaTeIeH
(Active Directory wunu OKaJbHBIX MOJIB30BATENCH/TPYIIN), KOMIIOHCHT [OJIKEH
KOHTPOJIMPOBATh MPUIIOKEHUS KaK IO IMyTH HaX0XKJICHUs MPOrpaMMbl, METaJaHHbBIM,
cepTH(UKATy WIH ero OTIeYaTKy, KOHTPOJIBHOM CyMMe, TaK U IO 3apaHee 3a/laHHbIM
KaTeropusiM TMPWIOKEHHUH, MPeAOCTaBISEMBIM IPOU3BOJAUTENEM IPOTrPAMMHOIO
obecrieueHnsi, KOMIIOHEHT JIOJDKEH paboTaTh B PEKMME YEPHOTO WM OEJIOoro CIIHCKa,
a TaKkke B PeKUMe cOOpa CTATUCTHKH WK OJIOKHPOBKH;

3allyCK CHEUMalbHOM 3ajaddl I OOHApYXEHHUS YA3BUMOCTEH B NPHIOKCHUIX,
YCTaHOBJIEHHBIX Ha KOMIIBIOTEPE, C BO3MOYKHOCTBIO NPEINOCTABICHHS OTYETA IO
00HapyKEHHBIM yS3BUMOCTSM.

3a00UTBl  OT  YAAJEHHOTO  HECAHKIMOHHMPOBAHHOTO  YNPAaBIECHHUS  CEPBUCOM
IOPUIOXKEHUS, a TAKXKE 3alluTa JOCTyNa K MapaMeTpaM NPHIOKEHHA C MOMOIIBIO
napoJisi, NO3BOJISIONAs M30eKaTh OTKIIOYEHHUS 3alIUThl CO CTOPOHBI BPEIOHOCHBIX
MPOTpamMM, 3JI0YMBIIUICHHUKOB WM HEKBATHU(HUIMPOBAHHBIX M10JIb30BaTENCH;
YCTaHOBKH  TOJIBKO  BBIOpAaHHBIX  KOMIIOHEHTOB  IPOIpPaMMHOIO  CpeICTBa
AHTHUBUPYCHOU 3alUTHI;

LEHTPAJM30BAHHOE yNpPaBJICHUE BCEMM BBIIICYKAa3aHHBIMH KOMIIOHEHTaMH C
MOMOIIBIO €IMHON CUCTEMBI YIIPaBJICHUS;

3aIyCK 3a/]a4 110 PACIHCAHMIO M/MIN cpasy Tocie 3arpy3Ku ONEepPaliOHHON CHCTEMBI;
rHOKOe YMpaBlCHHWE HCIOIb30BAHUEM PECypCcOB KOMITBIOTEpA JUIA OOECTIeYCHUS
KoM(opTHOH pabOTHI MOJB30BATENEH NMPH BBHIIOJHEHUH CKaHUPOBaHMSA (hailmoBoro
MPOCTPAHCTBA;

YCKOpEHHE TpoIlecca CKAHMPOBAHUS 3a CYET MPONMYycKa OOBEKTOB, COCTOSHHE
KOTOPBIX CO BPEMEHH IIPOILION MPOBEPKH HE H3MEHUIIOCH;

BO3MOKHOCTbH ITPOBEPKHU IEJIOCTHOCTH aHTUBHUPYCHOM MPOTPaMMBI,

BO3MOXKHOCTh ~ JOOABJIEHUS] MCKIIOYEHHUI W3 aHTHUBHPYCHOW MPOBEPKH IO
KOHTPOJIbHON cymme (ailyl, MacKe MMEHUW/IMPEKTOPHU WM MO Hauuuuio y (aiina
JIOBEPEHHOI U(POBOIA TIOUCH;

HaJIM4Me y aHTHBHpPYCa 3AIIMIIEHHOTO XPAaHWIWINA JUI1 YAAJCHHBIX 3apa’KeHHBIX
(haiinoB, ¢ BOBMOXKHOCTBIO HX BOCCTaHOBJICHUS;

HaJIM4YKe 3aIUIIEHHOT0 XPaHWINIIA sl OTYETOB O paboTe aHTHBHpYCa;
BO3MOXKHOCTb BKJIFOUEHHSI M BBIKIIIOUEHHUS rpaduueckoro nHrepdeiica antusupyca, a
TaKke HaJM4KMe IPOLIEHHON BepcuM rpaduueckoro mHTepdeiica, ¢ MUHUMaJIBHBIM
HabOpPOM BO3MOXKHOCTEH;

BO3MOXXHOCTb (DOPMHPOBaHHUS I1A0JOHA IMOBEACHUsI NMPOrpaMM U OJOKMPOBKU HX
JIEUCTBUHM, TNpU OTKIOHEHWH OT I1abjJoHa TOBeACHUS (AJANTHUBHBI KOHTPOIb
aHOMaJIni);

Bo3MoxHOCTh mHTerpamu ¢ Windows Defender Security Center;

Hannure noanepsxku Antimalware Scan Interface (AMSI);

Hasmuue noanepxku Windows Subsystem for Linux (WSL);

BO3MOXXHOCTh 3aIlUTUTh IapOJIEM BOCCTaHOBJICHHWE OOBEKTOB U3 PE3EPBHOTO
XpaHUININA.

TpeboBaHNs K NPOrPaMMHBIM CPeICTBAM AHTHBHPYCHOMH 3aLIMTHI VI pA004NX CTAHIUIA

Linux

[IporpammHbIe cpeICTBa aHTUBUPYCHOW 3aIIUTHI JAJIsl pa00UMX CTaHIMK Linux 1OKHBI
(hyHKIIMOHMPOBATH Ha KOMITBIOTEPAX, PaOOTAIOIMINX O] YIIPABICHHEM CIEAYIOMNX 32 -OUTHBIX
OTIePANIMOHHBIX CHCTEM CIIEAYIONINX BEPCHil:

Ubuntu 16.04 LTS;

Red Hat Enterprise Linux 6.7 — 6.x;
Red Hat Enterprise Linux 7.2 — 7.x;
CentOS 6.7 u BbI11IE;

Debian GNU / Linux 8.6~ 8.x;
Debian GNU / Linux 9.4 - 9.x;
Linux Mint 18.2 — 18.x;

Linux Mint 19 (nocnennsis Bepcus);




Anst JIunyxke CIIT 7.0.6;

Anwt JIunyke CIIT 8.0.0 Pabogas cranmus;
Anpt JIuryke CIIT 8.0.0 Cepsep;

Anpt JIurykc 8.2 Pabouas craHIms;

Anpt JIurykc 8.2 Pabogas crannms K;
Anpt JIuryke 8.2 Cepsep;

Anpt JIurykce 8.2 O0pa3oBaHue;

Jlotoc;

locaunyke 6.6.

[IporpammHBIe cpecTBa aHTUBUPYCHOW 3alUTHI JJIsl pa00UMX CTaHIMK Linux IOIKHBI
(yHKIIMOHMPOBATh Ha KOMIBIOTEPAX, paOOTAFOLIMX [T0]] YIPABICHHEM CIEAYIONUX 64-OUTHBIX
OIEPALIMOHHBIX CUCTEM CIEIYIOLINX BepCHil:

Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS;

Red Hat Enterprise Linux 6.7 — 6.x;

Red Hat Enterprise Linux 7.2 — 7.x;

CentOS 6.7 — 6.x;

Cent0S 7.2 - 7.x;

Debian GNU / Linux 8.6- 8.x;

Debian GNU / Linux 9.4 - 9.x;

OracleLinux 7.3 u BoIIIE;

SUSE Linux Enterprise Server 15;

openSUSE 15;

Anpt JIunyke CIIT 7.0.6 ;

Anpt JIuryke CIIT 8.0.0 PabGowas craxmus;

Anpt JIunyke CIIT 8.0.0 Cepsep;

Anpt JIurykc 8.2 Pabouas craHIms;

Anpt JIurykc 8.2 Pabogas crannms K;

Anst JIunykc 8.2 Cepsep;

Anpt JIunykc 8.2 OGpa3oBaHue;

Amazon Linux AMI;

Linux Mint 18.2 u BEI11IE;

Linux Mint 19 (nocnemuss Bepcus);

Micro Focus Open Enterprise Server 2018;

Astra Linux Special Edition 1.5 (gomknHa ObITh mOIAEpkKKa pabOThl B OOBIYHOM
PEXUME U B peKHME 3aMKHYTOH MPOTPaMMHON CpeIbl);
Astra Linux Special Edition 1.6 (momkHa OBITH MmomAep)kka pabOTHI B OOBIYHOM
PEXUME U B peKUME 3aMKHYTOW IIPOTPaMMHOMU CPEJIbI) ;
Hupxon 36KT;

Hupxon 36CT;

OC POCA «KOBAJIbT» 7.3 nJis KIIMEHTCKUX CUCTEM;
OC POCA «KOBAIJIbT» 7.3 amnst cepBepHBIX CUCTEM;
EMHAC 1.0;

I'ocnunykce 6.6;

Jlotoc;

PEO OC 7.2

B IIPpOrpaMMHOM CPEJICTBC aHTHBHPYCHOﬁ 3alIuThl JOJIXKHBI OBITE peaJM30BaHbl CICAYIOINC
(I)yHKIII/IOHaJ'ILHLIC BO3MOXHOCTHU:

PE3UICHTHOTO AHTUBHUPYCHOTO MOHUTOPHUHT';
00aYyHOM 3amMTBl OT HOBBIX YIPO3, MO3BOJSIONICH MPHUIOKEHUIO B PEXUME
peasbHOrO BpeMeHH OOpaliaThesi K CHEHHABHBIM pecypcaM MPOU3BOAUTENS, s
MOJTy4eHHs] BEPIMKTA M0 3aIycKaeMoi mporpamme uii daiiny;

MIPOBEPKY pecypcoB nocTynHbex mo SMB / NFS;

IBPUCTHYECKUI aHANIHM3aTOp, IO3BOJAIOMMKA Oonee H(PGEKTHBHO PpACIO3HABATh H
GJI0KMPOBAThH paHee HEM3BECTHbIE BPEAOHOCHBIE IPOTPAMMBI;

AQHTUBUPYCHOE CKAaHMPOBAHHWE 10 KOMAHJIE MOJIb30BaTeNs WM aJMHHUCTPATOpa U IO
pacIucaHmIo;

AHTHBUPYCHYIO NpoBepka ¢aiiioB B apxuBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar;
bz;.bz2;. thz;.thz2; .gz;.tgz; .arj.;

MIPOBEPKY COOOIIEHMI IJIEKTPOHHON MOUYTHI B TeKCTOBOM (hopmare (Plain text);




HaJIMYyle MEXaHWU3MOB ONTHMH3ALUKM HPOBEPKH (aiiioB (MCKIIOUEHHMS, JOBEPEHHBIC
MpPOLIECChl, JIMMHUT BPEMEHH IMPOBEPKH, JIUMHUT pazMepa MpoBepsieMoro aiina,
MEXaHU3M KelIMpPOBaHUs MH(OPMAIMS O MPOBEPEHHBIX M HE W3MEHEHHBIX IOCIe
TIPOBEPKH (haityioB);

3ammTy (aiioB B JIOKATBHBIX TUPEKTOPHUSIX C CETEBBIM JOCTYIIOM IO MPOTOKOJIAM
SMB / NFS ot ynaneHHOTO BpeZOHOCHOTO MH(POBAHI;

MOMEIICHUE [TOJJO3PUTENBHBIX U TOBPEXKICHHBIX 00BEKTOB Ha KapaHTHH;

MPOBEPKY MOYTOBBIX 0a3 mpuioxenuit Microsoft Outlook Ha Hammuue BpeTOHOCHBIX
O0OBCKTOB;

BO3MOXKHOCTB TI€pexXBaTa 1 POBEPKH (aiiioBbIX onepanuii Ha ypoBHe SAMBA;
YIPaBJICHUE CETEBBIM OSKPaHOM OIEPAlMOHHON CHCTEMBI, C BO3MOXXHOCTHIO
BOCCTAHOBJIEHUSI HCXOJJHOTO COCTOSIHUS ITPABUII;

3aIyCK 3a/1a4 110 PacUCaHHIO W/UIK cpa3y MOCIe 3arpy3KH ONEPAIlMOHHON CHCTEMBI,
BO3MOKHOCTH SKCIIOPTHPOBATH U COXPAHATH 0T4eTH B hopmatax HTML u CSV;
rubOKoe yrpaBiieHHe HCHoib3oBaHueM pecypcoB [IK mis obecredennss koMpoOpTHOHA
paboThI MOb30BaTENeH MPH BHIMTOJIHEHUN CKAHUPOBaHHUS (aiIoBOro MpOCTPAHCTBA,;
COXpaHEHHE KOMHUH 3apaKEHHOr0 0OBEKTa B PE3CPBHOM XPAHUIIHUINE Hepe]] JIeUCHUEM
U y/aJeHHEM B LEJIAX BO3MOXKHOTO BOCCTAHOBIICHHS O0BEKTa MO TPEOOBAHHIO, €CIH
OH MPCACTABIACT I/IH(I)OpMaI_II/IOHHyIO ICHHOCTD,

BO3MOKHOCTh YIpPAaBIICHHUS Yepe3 MOJb30BaTe/IbCKUN rpaduueckuii uuaTepdeiic 0e3
root mpas;

HCHTPAJIN30BaAHHOC YyIipaBJICHUE BCEMU  BbINICYKa3aHHBIMH KOMIIOHEHTaMHu C
IIOMOIIIBIO eI[I/IHoﬁ CUCTEMBI YIIpaBJICHUA.

TpeGoBaHus K NPOrPaAMMHBIM CPeACTBAM AHTUBHPYCHOM 3a1IUTHI (pailI0BBIX CcepBepoOB,
cepBepoB MaclITada npeInpusaTHs, TePMUHAIBLHBIX cepBepoB Windows

[IporpaMMHBIe CpeACTBa aHTUBHPYCHOI 3a1muThl 1U1s (ailoBbix cepepoB Windows noynkHBL
(hyHKIIMOHHPOBATh HA KOMIBIOTEPaX, pabOTAOLIHNX 0] YIIPABICHUEM OIICPAllMOHHBIX CHCTEM
CIIEAYIOIINX BEPCUIA:

32-pa3psigHbIX onepanoHHbIX cucteM Microsoft Windows

Windows Server® 2003 Standard / Enterprise / Datacenter ¢ makeToM 0OHOBJICHHUI
SP2 wnu BEIIIIE;

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ makerom 0GHOBIICHHI
SP2 wiu BeILIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ makerom ooHoBIeHHIA SP1
WJIU BBIIIE,

Windows Server 2008 Core / Standard / Enterprise / Datacenter ¢ makerom
o6HoBeHM# SP1 i BhIIE.

64-pa3psaanbix onepamuonnbix cucrem Microsoft Windows

Windows Server 2003 Standard / Enterprise / Datacenter ¢ makerom 0OHOBIeHHIA SP2
WJIN BBILIC,

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ makeToM O0OHOBJICHHIA
SP2 unu BhIIIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makeToMm 0OHOBIIEHUI
SP1 unu BeIIIIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ nakerom ooHoBIIeHHI SP1
W BBIIIIE;

Microsoft Small Business Server 2008 Standard / Premium;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ nakerom
o6HoBIIeHM# SP1 i BeIIIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ makeTom 0OHOBIIEHU#
SP1 unu BhIIIIE;

Windows Hyper-V Server 2008 R2 ¢ rmakerom o6HOBieHu#t SP1 win Birire;

Microsoft Small Business Server 2011 Essentials / Standard;

Microsoft Windows MultiPoint™ Server 2011 Standard / Premium;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;

Microsoft Windows MultiPoint Server 2012 Standard / Premium;

Windows Storage Server 2012;

Windows Hyper-V Server 2012;




Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;
Windows Server 2012 R2 Core Foundation / Essentials / Standard / Datacenter;
Windows Storage Server 2012 R2;

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2016 MultiPoint;

Windows Server 2016 Core Standard / Datacenter;

Microsoft Windows MultiPoint Server 2016;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 Essentials / Standard / Datacenter;

Windows Server 2019 Core;

Windows Storage Server 2019;

Windows Hyper-V Server 2019.

B nporpaMMHOM cpencTBE aHTHBHPYCHOMN 3alUTHI JOJDKHBI OBITh PEATM30BAHBI CIICAYFOLIHE
(hyHKITOHATIbHBIC BO3MOXHOCTH:

AQHTUBHPYCHOE CKaHMPOBAHWE B PEKUME pEATbHOTO BPEMEHHM W IO 3alpocy Ha
cepBepax, BHITOJIHSIONIMX Pa3Hble QYHKIMHU: CEPBEPOB TEPMHUHAJIOB, IPHHT-CEPBEPOB,
CEepBEPOB NPUIIOKEHHUH U KOHTPOJUIEPOB JOMEHOB, (haiJIOBBIX CEPBEPOB;
AQHTHBHMPYCHOE CKaHMPOBaHHUE 0 KOMaHJE MOJh30BaTeNsl WIK aAMUHHCTPATOpa U IO
paclucaHHmIo;

3aITyCK 3a/1a4 110 PaclUCcaHHI0 W/UIIH cpa3y MOCIe 3arpy3KH ONePallMOHHON CUCTEMBI;
o0ayHas 3aliTa OT HOBBIX YIPO3, MO3BOJIAIOIAS MPUIOKEHUIO B PEXKUME PEarbHOTO
BpEMEHH 00pamaTeCsi K CHENUaJbHBIM CalTaM HpPOU3BOAWTENA, UL MOITYyYCHHS
BEPIMKTA I10 3aIlyCKaeMOH IIporpaMMe ui Gaiiy;

AaHTHBHPYCHasI IpoBepKa U JeueHue (aiinoB B apxuBax ¢gopmaroB RAR, ARJ, ZIP,
CAB;

3amuTa (DaiyioB, aNbTEPHATHBHBIX NOTOKOB (aimoBeix cuctem (NTFS-streams),
3arpy304HOH 3aIMCH, 3arPy30UHBIX CEKTOPOB JOKANbHBIX U CHEMHBIX JIUCKOB;
HETIPEphIBHOE OTCJICKMBAHME IIONBITOK BBIMOJHEHWS Ha 3allUIaeMOM CepBepe
ckpuntoB VBScript u JScript, co3nannsix o Texnosorusm Microsoft Windows Script
Technologies (unm Active Scripting), npoBepka NpPOrpaMMHOIO KOJa CKPHUITOB U
ABTOMATHYECKH 3allpelICHHE BBINOJIHEHHE TeX M3 HHUX, KOTOpBIE TPH3HAIOTCS
OTTaCHBIMHU.

aHanu3 oOpameHnit K o0mMM mankaM ®  Qainam Ut BBISABICHUS MOMBITOK
MmM(pPOBAHUS 3aINIIAEMbIX PECYPCOB JIOCTYITHBIX I10 CETH;

BO3MOXKHOCTB MIPOBEpKH KoHTeHHepoB Microsoft Windows;

3aIIUTHI OT SKCIUTYaTHPOBAHUS ySI3BUMOCTEH B TAMATH IIPOLIECCOB;

JIOJDKHAa OBITH BO3MOKHOCTH aBTOMAaTHYECKH 3aBEepIIaTh CKOMIIPOMETHPOBAHHBIC
MIPOIIECCHI, TPH 3TOM KPUTHYECKHE CUCTEMHBIE ITPOIIECCHI HE TOJKHBI 3aBEPIIAThCS;
BO3MOKHOCTH JJOOABIISATH MPOLECCHI B CITUCOK 3aIUIIAEMBIX;

YCKOpPEHMs IIpollecca CKaHHPOBAaHMSA 3a CYET IPOIyCKa OOBEKTOB, COCTOSHUE
KOTOPBIX CO BPEMEHH IIPOIIION MPOBEPKH HE H3MEHUIIOCH;

MpOBEpKa COOCTBEHHBIX MOAYJEH Ha BO3MOXKHOE HApYIIEHHE WX IIEJIOCTHOCTH
MOCPEJICTBOM OTAEIbHOM 3a/1a4u;

HACTPOWKH NMPOBEPKN KPUTHIECKUX 00JIacTel cepBepa B KauecTBE OTIEIbHON 3a/1a4u;
PETyIUPOBKU PACIPEENIEHUS] PECYPCOB CEpBEpa MEXKAY AHTUBHUPYCOM U JPYTUMU
MPUI0KEHUSMH B 3aBUCUMOCTH OT IPUOPUTETHOCTH 3a/1a4;

BO3MOXKHOCTb IIPOJIOJDKATh aHTHBUPYCHOE CKAHUPOBaHKUE B (JOHOBOM PEKHME;
HaJlM4yle MHOXECTBEHHBIX ITyTeH YBEIOMJICHHMS aJIMHUHHCTPAaTOpOB O BaKHBIX
MPOM30MIeNINX COOBITHSIX (IIOYTOBOE  COOOIIEHHE, 3BYKOBOE  OITOBEIICHHUE,
BCIUTBIBAOIIIEE OKHO, 3aIHCh B )KYpHAJ COOBITHH);

pOJIeBO JOCTYym K TapaMeTpaM TPUIIOKEHUS M CIy)kOe ¢ TIOMOIIBIO CIHUCKOB
paspenieHnii, TO3BOJNAIOIMUNA H30eXaTh OTKIIOYEHHUS 3allUThl CO  CTOPOHBI
BPEIOHOCHBIX  MPOrpamMM, 3JOYMBIIUIGHHHKOB WM  HEKBAJTU(HUIIMPOBAHHBIX
MONb30BaTENEH, a TakkKe 3alpelialoluil MM pa3pellaloliuil  yInpaBlIeHHE
AHTUBHPYCOM;

BO3MOXHOCTb uHTerpanuu ¢ SIEM cucremamy;

BO3MOXKHOCTb yKa3aHHs KOJIMYeCTBa pab04MX MPOLIECCOB aHTHBUPYCA BPYUHYIO;
BO3MO)KHOCTbH OTKJIIOUHTH rpaduueckuii HHTepdeiic;




e  HajnM4Me YAAJICHHOH U JIOKaJIbHOW KOHCOJIM YIIPaBJICHUS;

e  yIpaBJICHHS apaMeTpaMy aHTHBHpPYCa U3 KOMAHAHON CTPOKH;

e IICHTPAJIM30BAaHHOE YIPABJICHWE BCEMH BbIIICYKa3aHHBIMH KOMIIOHEHTaMH C
MIOMOIIBIO €TUHOM CHCTEMBI yIIPABICHHS;

e VOpPaBIEGHHE CETEBBIM JOKPAaHOM OMNEPALHOHHOM CHCTEMBI, C BO3MOXXHOCTBIO
BOCCTAHOBJICHUSI HCXOJHOTO COCTOSIHHUS NPABHUIL.

TpeboBaHNsA K NPOrPaMMHBIM CPeICTBAM AHTHBHPYCHOI 3aIMUThI 115 (ailnoBbIX
cepBepoB Linux
[IporpammHBIe cpeicTBa aHTUBUPYCHOMW 3alUTHI JJIsl pa004MX CTaHIMK Linux KOJKHBI
(yHKIIMOHMPOBATh Ha KOMIBIOTEPAX, paOOTAFOLIMX [T0]] YIPABJICHUEM CIIEYIOMHUX 32 -OUTHBIX
OIEPALIMOHHBIX CUCTEM CIEIYIOLINX BepCHil:
e Ubuntu 16.04 LTS;
Red Hat Enterprise Linux 6.7 — 6.x;
Red Hat Enterprise Linux 7.2 — 7.x;
CentOS 6.7 u BrIIIIE;
Debian GNU / Linux 8.6 — 8.x;
Debian GNU / Linux 9.4 - 9.x;
Linux Mint 18.2 u BEI11IE;
Linux Mint 19 (nocnenuss Bepcus);
Anpt Jlunyxke CIIT 7.0.6;
Anpt JIunyke CIIT 8.0.0 Pabouas ctanius;
Anwt JIunyke CIIT 8.0.0 Cepaep;
Anpt JIurykc 8.2 Pabouas craHIms;
e  Anpt Jlurykc 8.2 Pabouas cranmms K;
e Aunpt Jlunyke 8.2 Cepsep;
e Anst Jlurykc 8.2 OOpa3oBaHue;
e Jloroc;
e Tocnunykc 6.6.
[TporpaMMHbIe cpeAcTBa aHTUBUPYCHOM 3aIIUTHI [T pabounx cTaHui Linux JOJKHBI
(hyHKIIMOHMPOBAThH HAa KOMIIBIOTEPAX, PA0OTAIOIINX O] YIIPABICHUEM CIEAYIOMNX 64-OUTHBIX
OTIEPALIMOHHBIX CHCTEM CIIEIYIONINX BepCHil:
e Ubuntu 16.04 LTS;
Ubuntu 18.04 LTS;
Red Hat Enterprise Linux 6.7 — 6.x;
Red Hat Enterprise Linux 7.2 — 7.x;
CentOS 6.7 — 6.x;
Cent0OS 7.2 - 7.x;
Debian GNU / Linux 8.6 — 8.x;
Debian GNU / Linux 9.4 - 9.x;
OracleLinux 7.3 u BeIlIE;
SUSE Linux Enterprise Server 15;
openSUSE 15;
Anpt JIuayke CIIT 7.0.6;
Aunbt Jlunyke CIIT 8.0.0 Pabouast crannus;
Anst JIunyxke CIIT 8.0.0 Cepsep;
Anpt Jlurykc 8.2 Pabouas craHIms;
Anpt Jluryke 8.2 Pabouas crannums K;
Anst JIunykc 8.2 Cepsep;
Anpt Jluayke 8.2 O6pazoBanue;
Amazon Linux AMI;
Linux Mint 18.2 u BeIII1IE;
Linux Mint 19 (mocnequss Bepcus);
Micro Focus Open Enterprise Server 2018;
Astra Linux Special Edition 1.5 (momkna ObITH TOIACPXKKa pabOTBl B OOBIYHOM
PEeKHME U B PEKUME 3aMKHYTOH IIPOrPaMMHOM Cpeibl);
e Astra Linux Special Edition 1.6 (momkHa ObITH moanep)kka paboThl B OOBIYHOM
PEKHME U B pEKUME 3aMKHYTOH IIPOrPaMMHOM Cpeibl);
Hupxon 36KT;
Hupxon 36CT;




OC POCA «KOBAJIbT» 7.3 njis KJIMEHTCKUX CUCTEM;
OC POCA «KOBAJIbT» 7.3 aiist cepBEpHBIX CHCTEM;
EMUAC 1.0;

TlNocmuaykCe 6.6;

Jlotoc;

PEJJOC 7.2.

B nporpaMMHOM cpencTBE aHTHBHPYCHOMU 3alIUTHI JOJDKHBI OBITh PEATM30BAHBI CIICAYOLIHE
(yHKIIOHAJIBHBIE BOBMOXHOCTH:

PE3UICHTHOTO aHTUBHUPYCHOTO MOHUTOPHUHT';
007aYyHOM 3alIUTBl OT HOBBIX YIPO3, MO3BOJSIOMEH MPUIOKEHUIO B pPEXKUME
peaybHOrO BpeMeHH o0palaTbesi K CHEHHATBHBIM pecypcaM IMPOM3BOAWUTENS, IS
MOJTYYSHHsI BEPANKTA O 3aIyCKaeMOH Iporpamme Wi daity;

MPOBEPKY pecypcoB moctynHbx mo SMB / NFS;

IBPUCTHUYCCKUI aHANHM3aTOp, IO3BOJIIOMMNA Oonee 3(PQPEKTHBHO PpACIO3HABATh H
OGI0KMpPOBATH paHEe HEM3BECTHBIC BPEAOHOCHBIE IPOTPAMMBI;

AHTUBUPYCHOE CKaHWPOBAHUE IO KOMAHJE MOJIb30BATENs WIM aIMHHUCTPATOPA U IO
PpacICaHuIo;

AHTHBUPYCHYIO TpoBepka ¢aiiioB B apxuBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar;
bz;.bz2;.thz;.thz2; .g9z;.tgz; .arj.;

MPOBEPKY COOOLIEHUI IIEKTPOHHOM MOUTHI B TeKcTOBOM (hopmarte (Plain text);
HaJlMyle MEXaHU3MOB ONTHMH3ALUH HPOBEPKH (aiiioB (MCKIIOUEHHS, JOBEPEHHBIC
MPOLIECChl, JIMMHUT BPEMEHH IPOBEPKH, JIUMHUT pazMepa MpoBepsieMoro Qaina,
MEXaHHU3M KelIMpPOBaHMs MH(GOpPMAIMsS O MPOBEPEHHBIX M HE W3MEHEHHBIX I0CIe
TIPOBEPKH (aityioB);

3amuTy (haiiyioB B JIOKAJBHBIX JUPEKTOPHAX C CETEBBIM IOCTYIIOM IO MPOTOKOIAM
SMB / NFS ot ynaneHHOTO BpeZOHOCHOTO (P POBAHIS;

MOMEIIEHUE MTOJJO3PUTENBHBIX U IOBPE)XXICHHBIX OOBEKTOB Ha KapaHTHH;

MIPOBEPKY IMOYTOBHIX 0a3 mprtokernidt Microsoft Outlook

BO3MOXKHOCTB TIepeXBaTta 1 NPOBEpKU (aiiioBbIX onepanuii Ha ypoBHe SAMBA;
YOpaBI€HHE CETEBBIM HKPAHOM OIEPAllMOHHOM CHUCTEMBI, C BO3MOXHOCTBIO
BOCCTAHOBJICHHSI UCXOTHOTO COCTOSHHS ITPABUII,

3aITyCK 3a/1a4 110 PaclMCaHHI0 W/UIIH cpa3y MOCIie 3arpy3KH ONEPallMOHHON CUCTEMBI;
BO3MOKHOCTH 9KCIIOPTUPOBATh U COXPaHATh 0T4eThl B hopmatax HTML u CSV;
ruOkoe ympaBlieHue Hcmoiib3oBaHueM pecypcoB 1K mns obecrniedenust kKoMGOpPTHOM
paboTHI MoIb30BaTENEH IPH BHIOJIHEHUN CKAHUPOBAaHUS (ailJIoBOr0 IIPOCTPAHCTBA;
COXpaHEHHE KOINH 3apaKEHHOT0 0OBEKTa B PE3EPBHOM XpaHWIUINE Nepe]] JIeUeHHeM
W y/IaJICHUEM B IEJISIX BO3MOXHOTO BOCCTAHOBJIEHHS 00BEKTa M0 TPeOOBAHMIO;
BO3MOXKHOCTh YNPaBJICHUSI 4epe3 I0JIb30BaTelNbCKuil Tpaduueckuii nHTEepdeiic Oe3
root 1mpas;

LEHTPAJM30BAHHOE yNpPaBJICHHE BCEMM BBIIICYKAa3aHHBIMH KOMIIOHEHTaMH C
MOMOIIBIO €IMHON CHCTEMBI YIIPABICHHUS.

TpeﬁOBaHI/lﬂ K IPOrpaMMHbBIM CpeACTBAM HEHTPAJIU30BAHHOTO YIIPABJCHUA,
MOHMTOPHHIAa U 00HOBJIEHUSA

HpOFpaMMHBIG Cp€aCTBa HCHTPAJIM30BAHHOT'O YIIPABJICHUA, MOHUTOPHUHIA 1 OOHOBJIEHUS
JOJIDKHBI q)yHKIII/IOHI/IPOBaTI) Ha KOMIIbIOTEpax, pa6OTaIOHII/IX oJ yrpaBJICHUEM
OINCPANHUOHHBIX CUCTEM CICAYIOLINX BepCI/Iﬁl

Microsoft Windows 7 32-paspsinnas / 64-pa3psinHas;
Microsoft Windows 8 32 pa3spsianas / 64-paspsiiHas;
Microsoft Windows 8;1 32-pa3psinnas / 64-pa3psnHas;
Microsoft Windows 10 32-paspsiiHas / 64-paspsiaHasi;
Windows Server 2008, 2008 R2 32-paspsianas / 64-paspsiaHasi;
Windows Server 2012, 2012 R2 64-pa3psauas;

Windows Server 2016 64-paspsinaasi;

Windows Server 2019 Standard, Datacenter.

HpOFpaMMHLIC CpCACTBA LICHTPAJIM30BAHHOTO YIIPABJICHUS, MOHUTOPHUHIA U OOHOBJIEHUS
JAOJIKHBI ITIOAJACPIKMBATD YCTAHOBKY Ha CICAYIOIINUX BUPTYAJIbHBIX rmaT(bopMax:

VMware vSphere 5.5, 6;
VMware Workstation 12.x Pro;
Microsoft Hyper-V Server 2008, 2008 R2, 2008 R2 SP1, 2012, 2012 R2;




Microsoft Virtual PC 2007 (6.0.156.0);

Citrix XenServer 6.2, 6.5, 7;

Parallels Desktop 11 s Mac;

Oracle VM VirtualBox 4.0.4-70112 (mommepKABarOTCst TOCTEBBIEC OIEPAIIHOHHBIC
cucremsl Windows).

[IporpaMMHEBIe CpeACTBA LEHTPATM30BAHHOIO YIIPABICHU S, MOHUTOPHHTA U OOHOBIICHUS
noipkHBI (yaKIHoHNpoBaTh ¢ CYB/] cnemyromux Bepceuit:

Microsoft SQL Server 2008 Express 32-pa3psiaHas;

Microsoft SQL 2008 R2 Express 64-paspsianasi;

Microsoft SQL 2012 Express, 2014 Express 64-pa3psanasi;

Microsoft SQL Server 2008 (Bce pemakuuu) 32-paspsiaHas / 64-paspsaHas;
Microsoft SQL Server 2008 R2 (Bce penakuuu) 64-pa3psiHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-paspsinnas;

Microsoft SQL Server 2012 (Bce penakimu) 64-paspsiHas;

Microsoft SQL Server 2014 (Bce penakimu) 64-paspsHas;

Microsoft SQL Server 2016 (Bce penakiun) 64-pa3psaHas;

Microsoft SQL Server 2017 (1 Windows) 64-pa3psinHas;

Microsoft Azure SQL Database;

MySQL 5.5 32-paspsanas / 64-paspsgnas (He noanepkuBaroTes Bepcuu MySQL
5.5.1,5.5.2,5.5.3,5.5.4, 5.5.5);

MySQL Enterprise 5.5 32-paspsianas / 64-paspsiiHas;

MySQL 5.6 32-paspsianast / 64-pa3psiaHas;

MySQL Enterprise 5.6 32-paspsianas / 64-paspsiiHasi;

MySQL 5.7 32-pazpsigras / 64-paspsiaHasi;

MySQL Enterprise 5.7 32-pa3psianast / 64-pa3psiiHasi.

B IIpOrpaMMHOM CPEACTBC aHTI/IBI/IPYCHOﬁ 3alIUThI JOJIXKHBI OBITh peaIn30BaHbl CICAYIOINUC
(i)yHKI_II/IOHaJ'ILHLIe BO3MOXHOCTH:

BBIOOp apXUTEKTYPHl YCTAHOBKU LICHTPAIM30BAHHOTO CPEICTBA YIPaBICHH,
MOHHUTOPHHIa M OOHOBJICHHS B 3aBUCUMOCTH OT KOJIMYECTBA 3alUIIAEMbIX Y3JI0B;
BO3MOXHOCTh uTeHHs1 nHpopmarmu u3 Active Directory, ¢ menbro monyJyeHus JaHHBIX
00 y4eTHBIX 3aITUCIX KOMITBIOTEPOB U MOJIb30BaTelIeii B OpraHn3alivu;

BO3MOXHOCTh HACTPOWKH MPABUII TIEPEHOCA OOHAPYKEHHBIX KOMITBIOTEPOB IO IP-
aapecy, tuny OC, naxoxaenuto B OU AD;

ABTOMATHYECKOE paclpeelIeHIe YUSTHBIX 3aIiceil KOMITBIOTEPOB IO rPyIam
YIIPaBJICHUS], B CITy4ae MOSBICHUS HOBBIX KOMITBIOTEPOB B ceTH; B0O3MOXKHOCTB
HACTPOWKH MpaBUII epeHoca 1o ip-aapecy, tuny OC, naxoxaenuto B OU AD;
LEHTPAJIN30BaHHBIE YCTAHOBKA, OOHOBIICHHE U yaJCHHE POrPaMMHBIX CPE/ICTB
AQHTHBHPYCHOM 3aIlIUTHI;

LEHTPAJIN30BaHHasl HACTPOIKa, aIMUHICTPHPOBAHHE;

MPOCMOTP OTYETOB M CTATHCTHYECKOH MH(OPMALIUK N0 paboTe CPEJICTB 3aIHTHI;
LEHTPAIN30BaHHOE yJalieHne (py4yHOe U aBTOMaTH4YeCKOe) HECOBMECTHMBIX
MPUIOKEHUH CPEICTBAMU LIEHTPA YIIPaBJICHHUSL;

COXpaHeHHEe UCTOPUHU U3MEHEHHH TTOJIMTHK U 33]1a4, BO3MOXKHOCTb BBITIOJIHUTD OTKAaT
K TPEIBIAYIIUM BEPCHSIM;

HaJIMYKe Pa3InYHBIX METOJIOB YCTAHOBKHM aHTUBHPYCHBIX areHTOB: JUIsl YAAaJIeHHOH
ycranoBkH - RPC, GPO, cpenctBamu cucTeMbl yIIpaBiIeHus, IS JTOKaJIbHOM
YCTaHOBKH — BO3MOXKHOCTH CO3/[aTh aBTOHOMHBIH MaKeT YCTaHOBKHY;

BO3MOXKHOCTb yKa3aHHs B ITOJIUTHKAX O€30MaCHOCTH CHENUaTbHBIX TPUTTEPOB,
KOTOpBIE NTEPEONPEAEISIOT HACTPOHKH aHTUBUPYCHOTO PEICHHS B 3aBUCUMOCTH OT
YYETHOH 3amucH, MO KOTOPOH MOJB30BaTeNb BOLIET B CUCTEMY, TEKYILEro ip-aapeca,
a TaKke OT Toro, B kakoM OU HaxoAnuTCs KOMIIbIOTEP WK B KAKOW rpyIine
0e30I1aCHOCTH;

BO3MOXXHOCTb HEPAPXUH TPUTTEPOB 110 KOTOPBIM MPOUCXOAUT NepepacipeieieHue;
TECTUPOBAHKE 3arpy’KeHHbIX 00HOBJIEHHIA cpencTBamu [1O LEeHTpann30BaHHOTO
YIIPaBICHUS NIepeJl PACIPOCTPAHEHUEM Ha KIMEHTCKUE MAIluHBL;

JIOCTaBKa OOHOBJICHNUI Ha paboyne MecTa I0JIb30BaTelNel cpa3y IMocie nX HOoIyYeHus;
pacro3HaBaHUE B CETH BUPTYaIbHBIX MAllMH U paclpeesieHne oajanca Harpy3ku
3aIlyCKaeMBbIX 337124 MEXAY HUMH B CIIydae, €CJIM ATH MAaIIWHBI HAXOJSITCS Ha OJHOM
(husnveckoM cepeepe;

MOCTPOEHHE MHOTOYPOBHEBOM CHCTEMBI YITPABJICHUSI C BO3MOXHOCTBIO HACTPOMKH




IpaB aJJMUHUCTPATOPOB U ONIEPATOPOB, a TaKXkKe (POPM IPEIOCTABIIEMON OTYETHOCTH
Ha Ka)XXJIOM YPOBHE;

CO3JJaHUE NEPAPXUU CEPBEPOB AAMHUHNCTPUPOBAHNS IPOU3BOIBHOTO YPOBHS
BO3MO>KHOCTb IICHTPAIN30BaHHOTO YIPABJICHHS BCEH HEpapXHel ¢ BEpXHETO YPOBHS;
noiepikka MyspTrapeHaaoctu (multi-tenancy) st cepBepoB ynpaBiieHuS;
00HOBIICHHE TIPOTPAMMHBIX CPEJCTB M aHTUBHPYCHBIX 0a3 U3 Pa3HBIX HCTOUYHHUKOB,
Kak 110 KaHaJIaM CBSI3H, TaK U Ha MAIIMHHBIX HOCUTEISIX HH(OPMAaIWy;

JIOCTYI K 00JIauHBIM cepBepaM npousBoautets antusupycHoro I10 yepes cepBep
YIIpaBJICHUS;

AaBTOMATHYECKOE PACHIPOCTPAHEHHE JIMIIEH3UH Ha KJIMEHTCKUE KOMITBIOTEPHI;
HaJIMyle MEXaHNu3Ma OIOBEIIECHHS O COOBITHAX B pabOTE yCTAaHOBICHHBIX
MPWIOKEHUH aHTUBUPYCHOH 3aIlIUTHl M HACTPOWKHU PACCHIIIKH MOYTOBBIX
YBEIOMJIEHUH O HUX;

GyHKUMS yrpasieHus MOOMIBHBIMA YCTPOHWCTBAMH depes3 cepsep Exchange
ActiveSync;

GyHKUMS yrpasieHus MOOHIBHBIMA yCTpoHcTBaMu Yepes cepsep iI0S MDM;
BO3MOKHOCTH OTTIpaBKH SMS-omoBemneHnii 0 3aJaHHBIX COOBITHSAX;
LEHTPAIIN30BaHHAsl YCTAHOBKA CEPTU(HKATOB Ha yIpaBiIsieMble MOOMIbHBIC
YCTpOICTBa;

BO3MOXKHOCTb yKa3aHHs JII0OOT0 KOMIIBIOTEpa OPraHru3aliy [IEHTPOM PETPAaHCIISIIUN
OOHOBIICHHH sl CHU)KEHHSI CETEBOM HArpy3KH Ha CUCTEMY YIPaBJICHHUS;
BO3MOXKHOCTb yKa3aHHs JIF000T0 KOMITBIOTEpa OpTaHU3alliK LIEHTPOM I1ePEChLIKH
COOBITHI aHTUBUPYCHBIX areHTOB, BHIOPAHHOM IPYIIBI KIUEHTCKUX KOMITBIOTEPOB,
cepBepy LEHTPATN30BAaHHOTO YIPABJICHHS [UISl CHIDKEHHS CETEBOI HArpy3KH Ha
CHCTEMY yTIPaBICHHUS;

MOCTPOEHHE rpahMIECKUX OTIETOB IO COOBITHSM aHTHBHPYCHOM 3aIUTHI, JaHHBIM
WHBEHTAPU3AINH, JaHHBIM JIMICH3UPOBAHUS YCTAaHOBJICHHBIX IPOTPAMM;

HaJIMYHE IPEeIHACTPOCHHBIX CTAHJAPTHBIX OTYETOB O PAOOTE CHCTEMBI;

9KCIOPT 0TYeTOB B aiiisl popmaros PDF u XML,

LEHTPAIM30BaHHOE YIIPaBJIeHUE 00BEKTAMHU PE3EPBHBIX XPAHMIIHII U KAPAHTHHOB 110
BCEM pecypcaMm CEeTH, Ha KOTOPBIX YCTAHOBIIEHO aHTHBUPYCHOE IPOrPaMMHOE
obecrieueHue;

CO3/JaHMe BHYTPEHHUX YUYETHBIX 3aluceil s ayTeHTH(uKauy Ha cepBepe
yIIpaBJICHUS;

CO3/JaHNE PE3EPBHON KOITMH CHCTEMBI YIIPABJICHUsI BCTPOSHHBIMHU CPEJCTBAMHU
CHCTEMBI yIIpaBJICHUS;

nognepxxkka Windows Failover Clustering;

nojepskka uHTerpanyu ¢ Windows cepsucom Certificate Authority;

HaJIMgKe BeO-KOHCOJIN YIPaBIICHNUS IPUII0KEHHUEM;

HaJIM4YKe 1opTrajia caMoo0CIy)KUBaHuUS M10JIb30BaTEIICH;

MopTall caMo0OCITyKMBaHHS JOJKEH 00ecreunBaTh BO3MOXKHOCTD ITOIKIFOUSHHUS
MOJIb30BATeENeHl C 1IeNbI0 YCTAHOBKY areHTa ynpapJieHUs] Ha MOOWIIbHOE YCTPOHCTBO,
MPOCMOTP MOOWIJIBHBIX YCTPOWCTB, OTIIPABKH KOMaH]| OJIOKMPOBKH, ITOUCKA
YCTPOMCTBA U yAaJICHUS TaHHBIX HA MOOMJIBHOM YCTPOHCTBE TIOJIb30BATEIS,
HaJIMYMe CUCTEMbI KOHTPOJIsI BOSHUKHOBEHHSI BUPYCHBIX SITUIEMHI;

BO3MOXKHOCTb YCTaHOBKH B 001a4HOM HH(ppacTpykType Microsoft Azure;
BO3MOXKHOCTb MHTerpamu mo OpenAPI;

BO3MOJXKHOCTb YIPaBJICHHUS aHTUBUPYCHOM 3aIUTOH ¢ ncrnons3oBanuem WEB
KOHCOJIH.

TpedoBaHusi K 00HOBJIEHHIO AHTUBUPYCHBIX 0a3
OOGHOBIIsIEMbIE aHTUBUPYCHBIE 0a3bl IAHHBIX JTOJDKHBI 00€CTIEYNBAThH PEATU3AIUIO CIIETYIOIINX
(hyHKIIMOHATIFHBIX BO3MOXHOCTEH!

CO3/1aHMs TIPABHJI OOHOBIICHHUS aHTUBHPYCHBIX 0a3 He pexke 24 pa3 B TeUeHHUE
KaJICHIapHBIX CYTOK;

MHOXECTBEHHOCTbH ITyTell OOHOBJIEHHS, B TOM YHCJIE — IT0 KaHAJIaM CBSI3U M Ha
OTYY>KIAEMBIX 3JIEKTPOHHBIX HOCUTEISIX HH(pOopManuy;

MPOBEPKY LEIOCTHOCTH ¥ NOAJIMHHOCTH OOHOBIICHUI CPEACTBAMH JIEKTPOHHON
dpoBoit moamKcH.

TpeboBaHNA K IKCILTYATAIIMOHHON JOKYMEHTALIMHA




OKCIUTyaTallMOHHAs JOKYMEHTALUS [UIsl BCeX IPOrPaMMHBIX IIPOJYKTOB aHTHBHPYCHOM
3aIINTHI, BKIIOYas CPEACTBA yNPABICHUS, JOJKHA BKIIOYATh JOKYMEHTEHI, IIOATOTOBJICHHBIE B
COOTBETCTBHH C TPEOOBAHUSIMHU TOCYJAPCTBEHHBIX CTAHJAPTOB, HA PYCCKOM SI3BIKE, B TOM
yrcine «PyKoBOACTBO MONIB30BATENS (aAMHHNUCTPATOPA).

JlokyMeHTa1ws, MocTaBisieMas ¢ aHTHBUPYCHBIMH CPEICTBAMH, JOIDKHA IE€TATbHO ONUCHIBATH
MPOLIECC YCTAHOBKH, HACTPOMKH U SKCILTYyaTaILMH COOTBETCTBYIOIIETO CPEACTBA AHTUBUPYCHOM
3aIINTHI.

TpeOoBaHNs K TeXHHMYECKOH NMOJAEPKKe

TexHnueckast nojiepKKa aHTUBUPYCHOT'O IPOIPaMMHOT0 00eCIIeueH s J0JDKHA!

* IIpenocraBisTbCS Ha PYCCKOM SI3bIKE CEPTU(GHIUPOBAHHBIMHU CIICIIMATUCTAMHE
MPOU3BOUTENS CPEICTB AHTUBUPYCHOM 3aIlIUTHI U €T0 MAapTHEPOB Ha BCeH TEPPUTOPHHU
Poccuiickoii dexeparyu 1o TenedoHy, IEKTPOHHOH mouTe U yepe3 VHTepHer.

* Web-caiiT npon3BOANTENS AaHTUBUPYCHOTO PEIICHNUS JOJKCH OBITh Ha PYyCCKOM SI3BIKE,
HMMETh CIIeLUaIbHBINA pa3aes, MOCBALIEHHBI TEXHUYECKOUN MOAIEPIKKE aHTUBUPYCHOTO
pEeLICHNsI, TOTIOJIHAEMYT0 0a3y 3HaHHH, a Takxke (POPYyM IOTb30BATENEH TPOrPAMMHBIX
MPOYKTOB.

CpokH H yclIoBUA
OKa3aHUs yCIIyT

IO nomxHO OBITH HPENOCTAaBICHO B TeYeHUE 5 (MATH) pabouux THEW C JaThl 3aKIIOYEHHS
JIOroBOpa

ITakeT JOKyMEHTOB, HOATBEP)KIAIOIIUX IPABO yCTAaHABIUBATh U UCIOJIH30BAaTh AaHTUBHPYCHOE
MPOTPaMMHOE OOECTeUYeHHE IOJDKEH OBITh NMPEAOCTaBlIeH B OyMa)KHOM BHIE B TEUCHHE 5
pabounx AHEH ¢ IaThl HOANMCAHUS JOrOBOpa

[Nopsinok nepenauu mpas

JIMeH3NOHHBIA KJTF0Y B JJCKTPOHHOM BHIC HANPABIACTCS HA agpec SJICKTPOHHOW MOYTHI
3aka3ynka

TpeboBanust k
YYaCTHHUKY 10
o0agaHuIo MpaBaMH Ha
MpeJoCTaBIICHIE TIpaBa
Ha ucnoib3oBanue [10
Kaspersky npyrum
JIULAM.

Y4acTHUK TapaHTHPYeT, YTO B COOTBETCTBUH C 3aKOHOHATEIbCTBOM P® wu /umu
3aKJIFOYCHHBIMH JIOTOBOpaMHU C IIpaBooOJiaiaTeseM, MMEeT BCe MpaBa, HEOOXOIMMBIE IS
nepenayn dk3eMIusIpoB [1O 1 UCTIOTHEHUS MHBIX 00s13aTENILCTB MO HacTosimeMy JloroBopy.
(Hdannoe mpebosanue mosicem 6vimsb NOOMBEPIHCOEHO NPEOOCABIEHUEM OOHUM U3 CAEOVIOUUX
OOKYMEHMO8:

1. 3asepennoe yuacmuuxkom aemopu3ayuoHHOe NUCbMO OM Npasoodiadamens (Muyexsuapa)
110, noomeepoicoarouee napmuépcKull cmamyc u/uid ApPaso HA NOCMABKY CO CHMOPOHbL
yuacmuuxa saxynku I10 Kaspersky opyeum nuyam,

2. 3asepennas yuwacmuuxkom Konus Jloeosopa, noomeepaicoaroueco
npedocmasnenus npasa na ucnonvzosanue 110 Kaspersky opyeum auyam,

3. I'apanmuiinoe nucbMo YYaCmMHUKA 3aKYNKU O MOM, YN0 OH A6IAemcs npasoobraoamenem.
Ilpumeuanue: 6 capanmuiinom nucbMe YKA3AMb HpeoMem 3aKYNKU, 3aKA34uKd, YUACMHUKA,
oamy.)

B03MOIHCHOCMb

TpeboBanus kK KauecTBy
yeiyr

KauectBo okazaHHBIX ycuyr B cdepe HHOOPMAIMOHHBIX TEXHOJOTHHA IO Tepenade
HEHUCKITIOYUTENBHEIX mpaB Ha [1O TOKHO COOTBETCTBOBATH TPEOOBAHUAM, MPEABSIBICMBIM K
ycrmyram mogo0Horo poxa (0e30Tka3HO paboTaTh Ha ammapaTHOM KOMIUICKCE 3akKa3duka), B
COOTBETCTBUU C HACTOSIILIUM TEXHUYECKUM 3aJJaHUEM.

HcnonHuTeNnh TapaHTHPYEeT KadyecTBO W 0E€30MacHOCTh TepenaBaeMbix JIWIeH3ud Ha
WCIIOJIb30BaHUE MMPOTPAMMHOTO 00ECTIeYeH s B COOTBETCTBHH C JACHCTBYIONUMH CTaHIapTaAMHU
U HaTu4IueM CepTU(HUKATOB, OO0S3aTENbHBIX JUIS JAHHOTO BHUAAa TOBapa, OGOPMIICHHBIX B
COOTBETCTBUU ¢ TpeboBaHUsIMHU Poccuiickoro 3akoHOaTEeNbCTBA.

HcnonHnTENbh HECET OTBETCTBEHHOCTD 32 HeOCTATKH (AedexThl) JInieH3mii Ha UCTIONb30BaHUE
MPOTPAaMMHOTO OOECICUeHHs, B TOM YHCJIE 3a KadyeCTBO, KOJIMUYECTBO, CPOK JCHCTBHS
Jluuen3uun, o0HapyXCHHBIC 3aKa39HKOM B Ipe/eliaX TapaHTHIHOTO CPOKa, H 0€3BO3ME3THO MX
yCTpaHseT 10 NMHCEMEHHOMY 3asBICHHIO 3aKa3uWka B TedeHHe 3-X (Tpex) pabouux THEW c
MOMEHTa COCTABJIEHUSI COOTBETCTBYIOLIETO aKTa.

3aka34uKy JOJDKHBI OBITH IPEIOCTABICHBI IIPaBa KOHEYHOTO IOJH30BATENS MPOTPAMMHOTO
obecriedyeHnss Ha YCIOBHUSAX TNPOCTOW (HEHCKIIOYWTENBHOW) JHICH3UH ONpPEICICHHBIMH
JIOTOBOPOM CIIOCOOaMH B TeueHHe |2 MecsleB ¢ MOMEHTa NOANHCAHWS aKTa IMPUEMKH-
nepenadu.

K paspemenHsiM crmocobaM HCIONB30BAaHHUSA IPOTPAMMHOTO OOECIIEYEeHUS] OTHOCATCS:
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BOCIIPOM3BEIeHUE; XpaHeHHe ee B mamsath OBM (omHoit DBM wmiam OIHOTO MOJIB30BATENs
CETH); aKTHBAIIKS; 3aIIyCK B pabOTy; OOHOBJICHUE U aKTyaJIU3aIIHs.

9. | T'apanTtuiiasie - Ucnonaurens rapantupyer, uro nepenasaemoe [10 obecrieunT BHINOTHEHNE QYHKIHHA MpH
00s13aTeNbCTBA YCIOBUSIX, OIMCAHHBIX B JOKYMEHTAINH, a TAKXKE TO, YTO HOocuTelnb [10 nummeH nedexros.
Tapa u BHYTpEHHsI1 yIaKOBKa JIOJDKHBI 00eCHeYrBaTh COXpPaHHOCTh W mHpenoxpaars 110 ot
MOBPEXJICHUI TIPU TPAHCHOPTHPOBKE BCEMU BUAAMH TPAHCIIOPTa C YYETOM IIOTPY304HO-
pa3rpy304HBIX paboT.
IapanTus Mcnosnautens aeictByet B TeueHne 12 mecsineB ¢ MoMeHTa rnocraBku 110.
lapantin mo kayectBy pabotel [IO ompenensrorcss B COOTBETCTBHM C  YCIOBUSIMHU
JWILECH3UOHHOTO COTJalmieHust, mpwiaraeMoro k IIO u He MOTyT mpeBbIIaTh 0O0BEMA,
MPETyCMOTPEHHOTO YCIOBHAMH JIMIICH3NOHHOTO COTIIAIICHHS.
10. | Teppuropueii Teppuropus Poccuiickoii @eneparim.
PaBOMEPHOTO
ucrnonb3oBanus [10
11. | TpeboBanust k Tpebosanwuii, Hammuus 'OCT — He mpeaycMOTpeHO.
6e3omacHoCTH
HUcnonnurein: 3aka3umk:
HanmenoBanue T'AY 510 «MupopmanyioHHoe areHTcTBO «BepxHsisa
Bonra»
/ / / /
M.IL M.IT.




